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B Desktop ./ en-US File folder
4 Downloads || CitrixBase.admx ADMXK File 2KE
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A
3 items E =
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X T,
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S File Action View Faverites Window Help [- [=]x]
e [@ = B[ Select Group Policy Object | x
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— | ConsoleRoot &
Add :
More Actions 3
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extensible snap-ns, you can configure which extensions
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lDevice Managsr Micr | ° A
¥ pracp M |
= Dk Management M
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T Enterprise FKT Micr = | |
Ewent Wawar M
I Folder Mir | E - e
_izh Group Policy Management T Browse for a Gn a
[ Group Policy Mansgement Editor  Mier =
5/ Group Policy Obrject Editor M d| DomaineOls Stes |M
(= Group Policy Starter GPO Editor  Mier g = ,
(@ Intemet Informatan Services (IIS... M g | Lookin |3 cirudest net v mEE-
'?TJPWM":TW — Domais, OUs and irked Geoup Poicy Cbiocts:
Mame Damain
Description: ) Domain Controllers ctriest net
This snap-n allows you to edt Graup Poicy Cbjects whid 1B Defait Domein Policy |
or stored on a computer.

BB 4. SMB T BB B/ SRS/ IR/ Citrix AH/FHEIIERH BESHINIFARS SRS,
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File Action View Help

e HE 2 HE T

=] Default Domain Policy (DIW-DC.OIWNETI Poliy |[™=authentication

\ Computer Configuration .
9
Federated Authentication Service Setting

<

w || Policies
5 [7] Software Settings . . ) ederated Authentication Service
> ] Windows Settings Edit policy setting Storefront FAS Rule
v [ Administrative Templates: Policy definit|| Description: |i=| In-session Behawior
w || Citrix Components Servers running the Federated
| Authentication Agthentic_ation Sewige integrate your
- Citrix environment with your Active
5 | Control Panel . )
N Directory infrastructure to allow users
? '_:I N?‘twork to log in with non-Active Directory
[ ] Printers credentials (e.g. SAML assertions).
7 Server
» [ Start Menu and Taskbar If you enable this policy, you sheuld
5 [ System specify a list of servers running the
. y. Federated Authentication Service
> (& Windows Components identified by their FQDNs (e.q.
Lz All Settings fasserver.company.com),

5 || Preferences

w 4%, User Configuration
» ] Policies
» || Preferences

< > | Extended £ Standard /
3 setting(s)

p=3. g

N HIREF CitrixBase.admx/CitrixBase.adml RS A7 I0E] PolicyDefinitions X438y, BX&
BMMIIERS REIGEF 7EI8 GPO LA, TP R 3 5, BERHRIIRS KIS ETFT
£ BEEIR > Citrix A > BMRWIE SXHFAH,

SR 5. I ABRKSEMNRIERSKERHERE BBH. XEATFREE BR B, EoUEEPRES
FAS BR552509 FQDN,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 19



Federated Authentication Service

B Federated Authentication Service 0 %
@ Federated Authentication Senvice Presious Seffing e
() Mot Configured Comment:
{®) Enabled
() Disabled

Supported on:
Cptions:

FQDNs
List the installed servers in y Value
=

FOQDMs | Show. o fas 1 citrixtest net]

OK || Cancel

OK Cancel Ay

I 6. HiA FAS IRS525HY FODN,

MRWMAZ FQDN, MFIRMIAFESASE VDA, StoreFront RS2 (WIR7EE) # FAS BR
ZREFEININFFRE . B2 RAEKISE,

SR 7. BERERHARBASHYAARKER. BAEEENENTEN (IMNBRITET
gpupdate [force) FREFFREN,

REPTAH

ULERBSTERIF B0 VDA RIBTRCE—MUBIE, B HRETIES. FENMEFEE. X
Xl SBE ER A A AR FORIEBH FAS MIUAWREREAN, RIEMELFTR, BEARE
F,
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@ In-session Behavior

Previous Setting [NExEsetimg

() Not Configured ~ Comment:

(®) Enabled

() Disabled

Supported on:

Cpticns: Help:
Enabling this policy activates an agent process M

Prompt Scope | Per- e 9 pohcy gent p

Pt P Erprocess | (Citrix Authentication. VirtualSmartcard.exe) which runs inside the

Consent timeout [seconds): user's VDA session. This agent process provides support for the
following functionality:

30 | -

] - In-session Certificates
Disconnect on lock - Disconnect-on-lock

In-session Certificates:

Certificates and private keys securely managed by the Federated
Authentication Service can be made available to programs
running in a user's VDA session.

Mete that an in-session certificate is only available if this policy is
enabled AMD if the FAS rule used to create the certificate has in-
session use allowed.

Most deployments do MOT need to use in-session certificates,
because FAS performs a full Active Directory logon to the VDA,

OK Cancel Apply

ERE BRI HITIF FAS REHZTEAF B VDA RIEFET.
BRZAIREHELE FAS RIEHIZSEIT.

RTEE

NRILREBREREA, NRREEZEHNARTAARESTFNAREFERRIERIER. =1
In .

o

- ERABR—ILENZERZ RS, HELANERER.
s FHRERE—S T EESTHNIEFSH B RTER.
- FRERE—AFRTHRER, WETRNATFRIEFHFERER.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 21



Federated Authentication Service

vy

NRERALLRE, @ ZRIESRSMNE (U NEf) . fg, RIKEN 3007, AR
BREDHWHREI—XIETR. EAEN, SRLBRIEARRTA

B S MR
MNREALLERE, YAPNERRN, ERIENBEMMAERE. ITARUTBREEEINTE
BERR, YAP&E Active Directory B REE, EEALLINEE,

PE R FFEEREERT VDA LB R1E,

ERBKE S HINIERS EEEH S

RE FAS BIEEFI S EATAZSHERE, (B PowerShell RERM T ESKMIAT, B X FAS

PowerShell cmdlet IS &, 15EI% PowerShell cmdlet,

FAS BIBIZEH|B81ER FAS W—Ei D&, — 1 Eldr (Citrix Federated Authentication Service) &
B S g R,

BEXEAEEEHEN, ER5ISETRUTEEN
o EREIEBIENR

o GEIEBMANH,.

o 2 FAS FERIEBMA NI,

BRI UE AR ERARE L EFaiel P — 5,

FAS BIZZERIIANERD| A FAS BRSS. IRFE, EAUEREN oA LAV EEIS—7
BRS5 88 E BT AZARSS
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&4 Citrix FAS Administration Console - connected to localhost - O X

Initial Setup Rules  Advanced I Connect to another sewerl Refresh

Complete these setup steps:

Deploy certificate templates Deploy

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

EREIE PR

RE G 5 HMAR G M I B IRIEMRIE, FAS BT =1 Citrix IEPEREEB S FEA,

 Citrix_RegistrationAuthority_ManualAuthorization
+ Citrix_RegistrationAuthority

« Citrix_SmartcardLogon

XEARMR A BIE Active Directory iR, BETEBERE, ARREHE,
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&4 Deploy Certificate Templates X

Important:

When you click "OK" the following certificate templates are
deployed to Active Directory:

- Citrix_RegistrationAuthority_ManualAuthorization
- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator.

This step can also be performed manually. For more information,
consult the online documentation.

-«

BARAVEC B R 7ERE FAS 2RI B2 (certificatetemplate B9 XML XHRE], BEN :

C:\VZF X fF\Citrix\BX & Z {7 IR IEAR S5 IEBRR

ThisPC » O05(C:) » ProgramFiles » Citrix » Federated Authentication Service » CertificateTemplates w

-~
Name Date modified Type Size

Citriog_RegistrationAuthority.certificatetemnplate 1 ERTIFICATETEM

| Citrix_RegistrationAuthority_ManualAuthorization.certificatetemplate /1002020 5:25 AM ERTIFICATETEM...

* »
_| Citrix_SmartcardLogon.certificatetemplate 2M0/2020 325 AM CERTIRCATETEM...

o

6 KB
7KB
5 KB

INRIERA REXERRGNR, BRERHLIER Active Directory EIE 51,

BEF R xR R, ATUNE SRR GFEPTITLAT PowerShell 855

$template =
[System.IO.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp
late")

$CertEnrol = New-Object -ComObject
X509Enrollment.CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport($template)
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$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0Q)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

%8 Active Directory iEH RS

ZEE Citrix IEBIERGE, HIFEEHRE—DHZD Microsoft BAERBMANMEARS 2 L. B X1
fAIEBE Active Directory IEBARSZHIER, 1S Microsoft 314,

EEEEIERMANENENEFRXAEED—BIRS SR LA HIER, FH REITBMENM KL
mell

(AT LAERE Microsoft IEP M AN IMIZESH] & K HIEPIENR. )

&2 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

| & Set Up Certificate Authority X
o Deploy certif Tl

The required templ  ImPortant:

When you click "OK" the following certificate templates are

published on the certificate authority selected below: i
o Set up a cert Publish

o - Citrix_RegistrationAuthority_ManualAuthorization
The authorization t{  _ Citrix_RegistrationAuthority

: ) - Citrix_SmartcardLogon
Click "Publish” to p|

Publishing certificate templates may require you run this tool as a
Domain Administrator.

Authorize th

) ] ) ) Authorize
This step can also be configured manually. For more information,

Create an authoriz consult the online documentation.

Certificate Authority:
Create arule Create

A rule defines a sm|

You have no rules ¢
Cancel

Connectto C Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 25




Federated Authentication Service

RN S B 10 IEARSS

b5 B S5 FAS RUISA, BIRHEE|AERA Citrix_RegistrationAuthority_ManualAuthorization &4k 4
BIERIER, ARNELXEEELBZERNENMERMENAE,

&3 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules Advanced Connect to another server  Refresh

Complete these setup steps:

o Depl_oy certificate tamnlatac Deploy

&3 Authorize Service X
The required temp

Click "OK" to submit a certificate request for a Registration
o Setup acert Authority certificate to the selected Microsoft Certificate

Authority. Publish

The authorization t The CA Administrator must sign in to the Microsoft Certificate

Click "Publish” to p Authority console to issue the pending request.

For more information, consult the online documentation.

Authorize th

Authorize
Certificate authority:

Create an authoriz

Create arule

Arule defines a sm
Cancel

You have norules ¢

Create

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

BERERXE, ERERE Microsoft IEBIMANMIZEHI SR FHEIEKR 5%+, FHRE FAS HEH
bk RUHEEIE K, IEBMANMEIZRAIE FAS ECEME: 2 BIMA SELIZIEK.

’

FAS EIZEHI B R BR—MURRAY e BN, EXEERER Mk 5 54,

£ Microsoft IEBIMANGEZFIaH, GRES FREES, ARNEBIERER WA = #5454, NR
VR R, FAS EEZFIGRNETEIGER, (RER B4, EHaREREIRER.
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lFiIe Action View Help I

@ cz B

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request C
4 g citrixtest-CA-1-CA = —tn T 350700 CITRIXTEST\FAS-1§

[ Revoked Certificates 3 View Attributes/Extensions...

[ Issued Certificates Refresh Export Binary Data...

[ 7| Pending Requests ;

1 Failed Requests Help ssue

[ Certificate Templates Deny

<] m [ >

Contains actions that can be performed on the item.

FAS EIEZHa =Bttt I 2 M Tem. XA RERE 17 6T El

X

&L Citrix FAS Administration Console - connected to localhost — O

Initial Setup ‘Rules

Advanced ‘ Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

C Authorize this service Authorize
There is a pending authorization request on Cancel request
Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

AcERI
FAS fERFLNISRIENMNA BT VDA B RMSIERNFERIESR, E{KA StoreFront &7,

BRIMFEEATAR !

 StoreFront fRS328, T IHMEEALUEKRKIER,
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« BEXRIEBHAFE,
o RAVFERIEBH VDA B,

Citrix N BIE—1 % v default’BIFRN, K9 StoreFront 7EELZR FAS BI=IERE) SR FN,

IR EIEE L BEXANRS | BAREENEBRRFAIERMAENME, HREEENEERENEM
FNALPR, XLEFM AT I ED B RERFERY StoreFront ARS3888% Workspace £/, {F£RAFEKREIE %
I, ¥ StoreFront BB 23ACE NIRBIMAK B E XN,

B AR ECHNED+ L8 QIEMN) UEHMNIZRS, ZaSHRELIEMNFRFENE
/u,\o “%AJ)H\J”J?;IE-ELLILH_\ﬁ/l\;L)ﬂ\UE,‘:ﬁﬁgo

&4 Citrix FAS Administration Console - connected to localhost — O X
Initial Setup Rules Advanced Connect to another server  Refresh
A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default 2 W Summary
Rule name: Default
Status: OK
Template: Citrix_SmartcardLogon

Certificate authorities:

Certificate available in-session: No

Access control: Configured
Restrictions: Not configured
Cloud rule: No

ZRSWEUATER :

Bl . BFMABPIEBRIEBER, XHAZ Citrix_SmartcardLogon 1k, 5(& EHEXEIA
(BBR IEPBER) -

AEPMENA © &k B IEPHAGERFIIERMANE, FAS ERINZ MEBMAN LI
HEE M A H TS, BRFREEFEINIEBMANMIRESE R RRET R 1BSR IERmA
MEIE,
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REAEA | RIFRTEARFER ETEHIEB RS AIEE RS VDA RER.

- RiEE RFRBERER (BUA, #75) —EBXATERNETERE, BRESNEIEETLN
WIRRER,

« ERT AFRIERER—BFESMRIEEALARIER, KSHEEFFAROERIED, M
VDA RIEFIHRINFER (PIRIRNERMMLs X H4£=) FILUER Kerberos 8RB R#HITIAIN,
Ht A FERIERIUES,

MRIEEFE RFRIEFAER, WEKAER RIERNITH AREHNRENBTF VDA, G, IEH
AEEREREBEERAFPN D NIEBREEPUENBRERER. i, NREFEX VDA RIEFH
Web BRSZ25#1T TLS BAI8IE, M Internet Explorer AILAEAZIE R,

BRI | ZASERY StoreFront fRSZERITEANTIR, XEHBNBENEKRATRARERNERTE
EAVER. WTFAAEXENRR, ERTLURMNET AD HRIH,

“BEEFRENTEMEXEE, HIEEEE,

b= 3 g

MRV FAS BRS588 5 Citrix Cloud 55 1ER, NEFHEE AR, = Citrix Cloud RN
B, StoreFront ifRIARFRIFHRER, ZBILURFRE—FLNE Citrix Cloud At StoreFront BREL S
£, ZHAM StoreFront EEAAFLNIEY, StoreFront i RIARTEFAE .

ARIMPR (RRIFBTEBH) ELFAERNE. Eit, EHEBBAAITFERN StoreFront fRS528.
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Securty

(Group or User names:
R/ STF-1 (CITRIXTEST\STF-15)

Pemissions for STF-1

Assert |dentity

BRE! : FILAGER FAS BERAFH VDA it BHFIRURALGET FAS fULIEBRAFFIR.

« T8 VDA BER A IFERISEMILE VDA AT LUER FAS ERFEF, VDA SIREGAAE T BN
- EEAPBBRAFEISERL A B LUAER FAS B% VDA, BRSIREGAIZAF,

9NR FAS BRS52:89E5 VDA MR P RVEARE, WATUESRERINRSo
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ey |

Emup ar user names:

" A Domain Computers (CITREXTES T \Domain Computers)

Permissions for Domain
Computers

Rehving Party

Emup ar user names:

* 4 Domain Users {CITREXTEST \Domain Users)

Permissions for Domain Users

User Authentication
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=AM : F57RH M Citrix Workspace 2SI B TSRS N IZAN, %32 Citrix Cloud BY, &
BILUERE AT Citrix Cloud B3R, ZE3ER Citrix Cloud fg, AR LUEIT EES) Citrix
Cloud"&B4% F Ry FEE B SN,

&% Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules  Advanced Connect to another server  Refresh

Complete these setup steps:
o Deploy certificate templates Tl

The required templates are deployed in Active Directory.

0 Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

o Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Y453 Citrix Cloud

&AL Citrix Workspace ¥ FAS BRZ5251% 35! Citrix Cloud. A& RX & Citrix Workspace XE

o

1. ERIgERIFH, EERES Citrix Cloud T 2 HiE#E,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 32



https://docs.citrix.com/cn/zh/citrix-workspace/workspace-federated-authentication.html

Federated Authentication Service

&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on: ad stu.net\stu-AD-CA.

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

o Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

The following certificate authorities could not be contacted: ca2 stu.net\stu-CA2-CA.

- O X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

2. EBREERINE, ARRE T

&+ Connect to Citrix Cloud

Connect to Citrix Cloud

I Choose cloud
Choose a cloud to connect to, then click on next.

Registration
Choose a rule Citrix Cloud v

Summary

Use legacy in-browser based registration instead
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3. BOMER—1M—FMEE, ZEMIBHAIMIE Citrix Cloud FIRFHHE, BXIFHAER, B8
iR A = SR EARE Citrix Cloudo

&4 Connect to Citrix Cloud — O X

Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register
with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule
Confirmation URL:

|

Confirmation Code:

POQESDAS

Summary

( Waiting for confirmation...

= aEB

4. EFMBEMIEETE, M THSIRPEFRFRFEINERUE.
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&4 Connect to Citrix Cloud

Choose cloud

Registration

Choose arule

Summary

Connect to Citrix Cloud

Copy and open the given confirmation URL in a browser with internet access. Then register
with the given confirmation code. The resource locations will be populated shortly after
confirmation. Select a resource location to connect this Fas server, then click on next.

Confirmation URL:

Confirmation Code:

™I

“
Resource location:

My Resource Location v

5. SNREA, BEFEFFKF, AREREERE FAS IRSSNERMUE, PEME, A X AH

B,

6. TEEFEMNERDH,

ERMAEMNEIZEM, BHTF—P,
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&+ Connect to Citrix Cloud — | X

Connect to Citrix Cloud

Choose cloud
Choose a FAS rule to use with Citrix Cloud.

Registration
O I 'will configure a rule later

® Choose arule ) Create a rule when this wizard finishes

e Use an existing rule:
Summary

e Default

The rule you use for Citrix Cloud can also be used with on-premises StoreFront.

7. EHEELSH, BEFMLASER Citrix Cloud %#,

&+ Connect to Citrix Cloud — O X
Connect to Citrix Cloud
Choose cloud Summary
Registration
Customer:
Choose arule
Resource location:
® Summary
Rule: Default
Cloud: Citrix Cloud

Citrix Cloud ;¥A8 FAS BR5588, FH7TEH Citrix Cloud kP P B R EBRE L ETRE,
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A FAS RS 8RAIAMNA R FIES, MU7LiFEEYiAIR Citrix Cloud # Citrix Virtual Apps and
Desktops.

BT FF5- Citrix Cloud BYELE

MIER Citrix Cloud FIRAIEBE MR FAS BRE2E, WXE Citrix Workspace X E PR, 1F &
F) Citrix Cloud $3%$% 2H,
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el
=
ATHRHXERMR TS S MRS (FAS) WEREEMEEERM.

BXER

« FAS ZEMVIRIRENEBESZ RN ELEMNEE X&E

- MEFRGH XERMT EE FAS FREWHIRE, UKERNEE S HMEREWHNEMNXE
HYSERL

FAS V2 EiFfl;FERtiht 53R

1£ FAS 2511 ZHi, FAS RIEZTUESIFT AL V1 (hkA 1) KX EiE, VDA EEME W
FAS fRZ23MR T Eif, TEIFEAZRSFTMNEEMERDE FAS 37 RPER FAS RS
[Alig: 1N

GPO @ETE VDA LEZE FAS b3k, £ Windows VDA L, #iit5|REGFMFRAE RS
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\Authentication\UserCredentialService\Addresses

o

VDA LRyt SIR B INE StoreFront ERYMINEYREETE, BNRERERFRM. LERZEZF
RERRN—TEERR, 532N TER ERTENE .

FAS 2511 5| AT V2 (hRA& 2) XTI, FAS RS589 (B FQDN fMix0) BEARIEARS,
Eit VDA TEEREMRMULTIR,

FAMK

M 2511 F45, FAS BRINER V2 RiE. V2 ZIES5FRA Windows # Linux VDA iR AFRA,

2511 hRAZHIRY VDA HEEEIEEMRMULFIR, A E—THEdERs 17T,

A 2511 RERARAR Windows F Linux VDA BEB#EMT V2 TiE, FUIAFEFMRIUTIR,
V2 EF5EAARAR StoreFront &%, FEFAFTEFHL StoreFront,

NREER V2 EiFa)fR, AJLUERLL PowerShell p535 FAS EBB A4 RR V1 EIF -
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I Set-FasServer -Address localhost -TicketVersion 1

Bk E & rk V2 EiE, 5L PowerShell 435 -

I Set-FasServer -Address localhost -TicketVersion 2

VDA 2 FAS Eifir4
2B VDA 2511 MEShRAF REMEMT V2 Ziif, UBIBRASR V2 ZiEMA V1 i,

Eﬁﬁi}\ VDA IEE iiﬁ@ V2 T-LIEH&ZK’ -lﬁ*fz FAS HEQEEJ:E@%#F E/l_.\o

NR FAS FZHY VDA A9 2511 K E=hRA, T7E VDA EnpHfiE], EHMERRLUFUATARAE
EHRAERB, ZBMHAIT FAS RS85 EA Windows BE > NARFEET :

Level: Information
Source: Citrix.Authentication.FederatedAuthenticationService
EventId: 204

Text: [S204] Relying party [VDA machine name] accessing the Logon Provider
for [User UPN] in role: [FAS Role] [Operation: XXXX] as authorized by
[StoreFront machine name]. Caller ticket version: 2. [correlation: XXXX]

FESHD, BARASEIEMRAEAN 2, XK VDA THILE MR FAS 55K,

R, MNRE VDA R V2 Bif, EHEHEZERERNARSZIEREAN L :

Level: Information

Source: Citrix.Authentication.FederatedAuthenticationService

EventId: 204
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Text: [S204] Relying party [VDA machine name] accessing the Logon Provider
for [User UPN] in role: [FAS Role] [Operation: XXXX] as authorized by
[StoreFront machine name]. Caller ticket version: 1. [correlation: XXXX]

{&HH StoreFront EZ& FAS V2 Ejif
B LUEREIRRABY StoreFront, EA FAS ZifXt StoreFront @ FFEBER, HEREERHILE,

StoreFront £ FAS ARS3 28t HOAD B 4 424 @Y GPO IRV EM R LT,

{5 Citrix Cloud Workspace EZi& FAS V2 ZEijf

Y FAS iE#%F Citrix Cloud BY, FAS EREiMNEFETFHB SR EMFRMUTRD, WITARAT
X V1 BiE, MNRKIKE], FAS EEEFIS2ERES, HH FAS R& /4 Citrix Cloud
Workspace Bzt 25 R,

B2, MREWENREEEFR V2 ZiF (BIEAY FAS BRS 2840 VDA A 2511 HE ShHR
&) , N FAS fREB 23 EARFEE FMFRMULTR,

IER] LMER LT PowerShell a5 3RFELIEEZSI A FAS EREMERMALTFK !
Set-FasCloudConfig -Address localhost -SkipGpoCheck $true
H#h PowerShell B

RT LEIRFINGS 2, FAS 2511 B9 PowerShell FiRi#1T 7T U T EHX,

£ FAS fR352389 FQDN MmO

LUF PowerShell s I7EiR([E] FAS BRS52589 FQDN FMilris . XE4REE V2 ZiFHAY FAS i
HHER.

I Get-FasServer -Address localhost

cmdlet Ryt #

1£ 2511 ZHi, 1E{a] FAS PowerShell 5B Address 231 (“localhost’fRd)) #EBEIRIE FAS RS E8
B EMRMASIRFITIOE, BEFRUITH, FEFHAUATHS .

I Set-FasAdministrationPolicy -CheckAddressAgainstGpo $false
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M 2511 FF48, FAS PowerShell ip5 AEEIEHINEYIRICE Address B8, Ek g B FIRNITA,

IEE{TLLT PowerShell 7% -

Set-FasAdministrationPolicy -CheckAddressAgainstGpo $true

NEFEFBRKRE S A IIERSS

AXNET EZHFREERSIRMERE (MSP) IFEFE RS B IRIERSS (FAS) WP B, B XiE4
8, iE5% SE 54 | Citrix RS2 DaaS.

Fo R

- 1Z8E Citrix Cloud LB “HRAE NEERRIFENER, BXFEER, B8R EHNEER
PR,

- MEIREHEFP-MSP X%, BXIFMER, BB EAT Citrix IRSIEMEE Citrix DaaS.
ACE Msp X
1. 6 =iE#2S 1§ Active Directory 1 R] T Citrix Cloud,
BT ZRETEESS FAMEREEIZERESD) Citrix Cloud,

JOIE 5 AR X BXBVIR R BT SHMIBRERE > 85 T A,

Citrix Cloud x EEE e 7 = 0
¢« C (Y @ uscloudburrito.com/identity/domains e % O :
= cilnx 2 o

< ldentity and Access Management

Authentication ~ Administrators APl Access  Domains Recovery

+ Domain | C Refresh | ] Show Unused Domains

Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v

MultiFas.local eoe >

Forest: fasmuilti.staging
Forest Preferred Connector Type:Cloud Connector v

2. REEXEEIE,.

PR, ARRETHRS (.) HEG EEEE,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 41



https://docs.citrix.com/zh-cn/tech-zone/design/reference-architectures/csp-cvads.html
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management/add-admins.html#modify-administrator-permissions
https://docs.citrix.com/zh-cn/citrix-daas/setup-for-citrix-service-providers.html
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector/installation.html

Federated Authentication Service

B Citix Cloue x  + M
<« C Y & uscloudburrito.com/identity/domains e ¥« O@
= | citnx 2 e
< |dentity and Access Management
Authentication Administrators APl Access Domains Recovery
+ Domain C Refresh D Show Unused Domains
Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v
MultiFas.local eoe >
Manage Federated Domain
Forest: fasmulti.staging Disable
Forest Preferred Connector Type:Cloud Connector v

WEBAHEE +o ARRE A,

Add or remove customers to create a federated domain

1 available customers Add all 0 federated customers
Search... Q
FAS Tenant1 with service profile. -+

( Cancel )

3. WIE XXV REFETHEA o

X—H RN, BREAZFIEG S, RIBHEEYTE SBMBRER > 8 T

IO * BEAYIS B B 17 7E T H(len-us/federated-authentication-service/current-release/media/

fas-verify-domains.png)

iR[E MSP &,
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4. 7E Citrix Cloud FZ&2&EFH /M FAS RS 25

7EFH B Active Directory (AD) MHRZREE FAS, EFR@EFEF B Citrix Virtual Apps and
Desktops &Hilf. ¥ FAS E#&H 5% AD MXBNERIRMUE,. BERE FAS IkRE2E, 52H %
EMEE,

5. B ER
NHEFEFEHR FAS
- EEEENEHIRMERE (1dP)

IREEFAEF, ®2 BMMHRER > BHRWIE. FEE)ZE 1dP HBARAD 5 1dP [F
27

« NIEFEH FAS
%3] Workspace E2E > BARIE, EREEBIRENEMRRIEHER FAS,

E R FAS # F (/len-us/federated-authentication-service//current-release/media/fas-enable-

tenant.png)

ERE=R

EMIBRTE P BB S 2 5iMIER MSP I EE— 1B, EMART U ATAFREE FAS, ERTFZ
HARBFEETF MSP B, FAS S5,

Azure Active Directory 2R & 5

Pz

B 2023 &£ 7 B2, Microsoft E¥¥ Azure Active Directory (Azure AD) Efp$ 9 Microsoft
Entra ID, ANt4H, {E{A#E % Azure Active Directory. Azure AD Z{ AAD Ryith 51545

Microsoft Entra 1D,

.

Citrix Federated Authentication Service (FAS) ABNMMAZEA] Virtual Delivery Agent (VDA) 12ft&i =
&R (SSO), FAS i&Eid[A VDA A FIEHREI SSO, VDA fEMHIZIE+ M Active Directory
(AD) WiEFF &7, ER VDA RIERE, THREHWIEAIEIIAE] AD ik,

BE, B3I TE AD # Microsoft Entra ID »Zi8li#1T[RE% KL Microsoft Entra ID (ME-ID), X&=AH
FPHBNIEESRD. AXNETEFEH FAS BY, M VDA RIEAEBSLI Microsoft Entra ID B
RERFABENTNEE, XA TEEFHWIEENA5RI3 Microsoft Entra ID RPN FBIER .
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FAS TRESHECERIRLY SSO AT Microsoft Entra IDo
IEREE FAS RIERIEHR,

1B LAUE AT ARY FAS,

RO LUEA 1 FAS BIEfahA VDA,

|

Microsoft Entra ID SSO AR BLEETRT ¢

ME-ID B{35&FERY VDA BMA VDA BE&MA
rE R ME-ID 4% SSO f£A ME-ID EFiEBHNEH
ISE

BX& 3] Active Directory BX& £ ADFS _tJ/E A Windows & BafR WS-Trust

B 5IEARSS (ADFS) LN certificatemixed i = 2 /5 A
KERE=ABRIRHEER ERBE=ARRAR FERBE=ARRAR

« BB Microsoft Entra ID 128 F &7 49IETE Microsoft Entra ID B3#1T, BEWEAZRN]
Microsoft Entra ID B195%iF,

« BX&H Microsoft Entra ID 32$E Microsoft Entra ID BeB IS B4 Wi FE E @ H it B v,
Flan, EEEME ADFS SE = A SR HEER.

« JEEINAR VDA ZE51A AD 1 Microsoft Entra ID 9 VDA,

EINAEE VDA

FFFEMAER VDA, FB Windows S0I0IE (fRF_E#F AR Windows &4 30IEDY
Kerberos) S2IRFT Microsoft Entra ID By SSO, HAF M VDA RI1ERIAA]5 Microsoft Entra ID £
PN AIEFERT, J$##1TX Microsoft Entra ID IS 1RI8IE, TEIETRT 2R3N HEIETE
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Federated IdP AAD
or ADFS
N
A
4. Authenticate
! with Windows
4'. If federated, Authentication
2. AAD-protected | 3 cpq enge 6. Access Windowe
app is accessed with token ows
without a token Authentication 5. AAD token
happens at
the IdP
1. User sign-on to the VDA
authenticates the user A
Domain joined VDA to AD using the FAS user
certificate Domain Controller

BRATBEURTF Microsoft Entra ID 12 EEIF2EES .
B X & Microsoft Entra ID iIHIEBERER, 1BEH TEERET R,
FtFEXEE| ADFS BY Microsoft Entra ID 13, 151 ADFS ARs328 EE B Windows &1425811E,

I FEESRE=H B MR EIEEBY Microsoft Entra ID 35, TZERUMNBRA R, FHREHNEHIZ
HIZFE I KEB,

AR LA EMAED VDA FIHNRARBFEESIMARN VDA, B2, £H FAS AR
4 B Microsoft Entra ID ERIFSHE (PRT).

ESINAR VDA

BEEINAR VDA EEIIA AD #1 Microsoft Entra ID, AP ERE] VDA KR, £6IBUTIH :

O

+ Kerberos EiHEFEIE (TGT), BT AD ZHRHITEHIIE
o TRIFSHE (PRT), AT X Microsoft Entra ID FIR#HITH D I0IE

PRT 228 X AR ENNER. WBLE, IERFAT Microsoft Entra ID &{4171R)5RE,

BT FAS i@id [\ VDA IRHHERR B A # 1T M IIE, Rt RBELHE T EFIUEHH Microsoft
Entra ID B2 IERYFEELIEE PRT, FTEIERT &3 E AR RIETE :
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AAD Federated IdP
or ADFS

4. AAD PRT| 3- Authenticate to AAD 3'. If federated,

with FAS user certificate authentication
certificate happens at

the IdP

2. Kerberos TGT

1. Authenticate to AD

with FAS user A

certificate Domain Controller

Hybrid joined VDA

B (KR40 E Microsoft Entra ID I E2EEMNE 2B SHMNH.

T FHEER Microsoft Entra ID 318, i&EECE Microsoft Entra ID CBA. B XiFHER, iFEIE Azure
AD EFFBHEHIIEELR, VDA 8 Microsoft Entra ID CBA @3 BB H FAS iEB X AP A
Microsoft Entra ID #{TE D 1F.

WEXEEL T EREREFIERER, EEERATEIFASHFIERERNRFER,

T FBEESEIADFSEIMicrosoft Entra ID13,, VDAfEFRADFSBRSS288IWS-Trust certificatemixed U
=, @B HFASIEB@EMicrosoft Entra IDIIEEFR 55, IttiHS2RiAE R,

I FEESTE = A B IR EIEFEAIMIicrosoft Entra IDIS, BIREREXRLMNBRAE, BHIRERER
WIS IIWS-Trust certificatemixed s, 1BEERIEHN B RIEIZR T KE B,

IEB A AECE

This article describes the advanced configuration of Federated Authentication Service (FAS) to
integrate with certificate authority (CA) servers. Most of these configurations are not supported by
the FAS administration console. The instructions use PowerShell APIs provided by FAS. You must

have a basic knowledge of PowerShell before running any instructions in this article.

£ FAS GBS CA RS Z|RLUHAEER

IRRIATE SR S ARAERINIBY, fEF FAS BIREHISECE FAS UUEAZ M CA !
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&3 Edit Rule — | X
Edit rule "hello"

Template Choose the certificate authority (CA) where user certificates will be Refresh
generated. You can choose multiple certificate authorities for load
® Certificate authority balancing and failover.
In-session use
Name Status
Access control Template available
Template available

Restrictions

Summary

¢ >

Only show CAs publishing Citrix_SmartcardLogon (recommended).

IRERIIPTE CA #BA &% Citrix_SmartcardLogon IEPEHg (SRR hERAEIER)

INRIEEEARIRED CARKHBFARIER, 15791 CARITIREIEBMANAT B,

BEARGREN CAHRITEULRS SR, HAELRSBRERENEIGES AT ERERA
CA.

PRI TR ER

EERAZ CABREZRECE FAS RE28E, BRPIEBERNEFEEERERN CA BRE B iE#1TH
Ko A, MNMREF—EAERN CARSEBLAERIE, FAS IREZFFUIES— 1 AT A CA BR
=

79 TCP 5 |0)BEE 2 Microsoft IEP A HAI

FAS f£F8 DCOM 13fir] Microsoft CA, DCOM fER RO 135 KMIRZIEEMTIEC, FIAER
T, im0 MES DN, XERERERMHAEZEN SR E 2414, FIt, Microsoft I#tT —
*LPEE%%IL.\ D Eljjj_lfo g?’_ Microsoft CA J:EE%E%”_,\J.HED ) i%ﬁg%“ﬁyﬁ">“§?i”>
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dcomcnfg.exe MUITF“DCOM ECE 'mER. EF B >FAER">DCOM EEZE" U E R CertSrv
BEKRTI M. 7AIS, YwiE CertSrv 153K DCOM N AIEFHIEM -

CertSrv Request Properties | 2| X |
| General | Location | Secuty | Endoorts | identiy |

DCOM Protocols and endpoirts:

-*T . dedf sl system protocols

¥ Select the DCOM network protocol sequence that you want to
Soy~  dd.Enterthe endpoint detals and cick OK when you have

Protocol Sequance: | Cormection-onerted TCP/IP

() Disable protocol sequence

©) Use defak endpoints

®) Use static endpoint 900

() Use intranet range of dynamic endports.
() Use intemet range of dynamic endponts.

ok ] [omes ]

ok ][ G ]| i

B AL LUERBRSARE S HIEE TCP IwmO5S (FEE—BEHR 900) o
FRAIAR, BAASEEE RO 135 MmO 900
EFE&h Microsoft IEP A A LR BB B K,

TEEE FAS fRE2 (ST AEMERIERMANEITEN) , El DCOM fEH RPC %0 135
BITHE. UEFIFEEFH DCOM BY, E2&EERIRS 28 LA DCOM RPC IREHiBEKIFIREFE
B DCOM fR$E28. XaftAkim 900 (FEUbLRFIF) FTH, HHEH DCOM IREBRIET TP IHER

BizimHo

A FIES
7E FAS RS SR RAPESE, APNERNENESRE. UTHEINEBTNMNE RS
™ FAS BRSS B HUTILIRIE,
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FREY Active Directory AP35

IERILGEE B AD FHFA PR IIREFMERIXMHR (P10, .csv X)) RSFIEBLER, S0 THIFR
o

Import-Module ActiveDirectory

$searchbase = "cn=users,dc=bvt,dc=local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save

if ($searchbase -ne ""){

Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8
-delimiter "," $filename

} else {
Get-ADUser -Filter {(UserPrincipalName -ne '"null") -and (Enabled -eq

"true")} -Properties UserPrincipalName | Select UserPrincipalName |
Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename

Get-ADUser 22— METEWAFPYIRMNITE cmdlet, BIEARAIZE—NIHiEISSE, BT
878 UserPrincipalName B IiRZ& 9 enabled” B9 A

SearchBase 2#48/)\ 7 7£ AD FIEZRAFBEE, MNREBZLE AD FWFAERAF, AIMUREL
Tilo

EHAEERREIRERF,

CSV XHBIERFXHF
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Bl user_list.csv - Notepad

File Edit Format View Help

"USerPrinci_EﬁNamE"H
"testuserl@bvt. local”
"testuser2@bvr. local”
"testuser3@bvt. local”
"testuserd@hvt. local”
"ucs38@bvt. local”

"ucs3io@bvt. local”
"pmeAn@Blver Ta~a1"

FAS fR5S35
LU PowerShell Bl A<3REX 2 814 AY B9 A R 53R F+ 612 B P IEB5I5R,

Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

$rule = "default" # rule/role in your admin console
$users = Import-Csv -encoding utf8 $csv

foreach ( $user in $users )

$server = Get-FasServerForUser -UserPrincipalNames
$user.UserPrincipalName

if( $server.Server -ne $NULL) {
New-FasUserCertificate -Address $server.Server -UserPrincipalName

$user.UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule

if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover
-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
$rule"_Definition" -Rule $rule
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INRIEEZ FAS k5%, BHEAPMIEBRERMR | —REERSHFF, B REREZBR
S5aaHo

LERTBIRIAZE f %4 A default’ IR N EHIBY. WREBEREBIRNBHF (FIa0, “hello”) , 5K
Z'KEPE"J $rule E%o

&< Citrix FAS Administration Console - connected to localhost

Initial Setup Rules Advanced Connect t
A rule defines a smartcard-class certificate that signs users into a Citrix environment.

* Create rule
Default g W Summary
hello 7 u

I Rule name: hello I
Status: OK
Template: Citrix_SmartcardLogon

4517 FAS EBGEH

RO LATEAR BT FAS AP BYIER T421T FAS $R28GEH,

2/ FAS EEZHIE
o BEEHFERUERI FAS ZEOEHEXK
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% Citrix FAS Administraticn Console - connected to localhost

Initial Setup |Rules | Advanced

Complete these setup steps:
o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Am authorization certificate is configured.

Deauthorize this service.

o Createarule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if yvou wish to use this FAS service with Citrix Cloud.

— O

X

Connect to another server  Refresh

Deploy

Reauthorize

Create

Connect

IEFEE CAFlbAZIERK, BXIFARR, BSURNEKE ZMNEIERS.

o EREFRRBGERE, FAS RIEERZIEBHARSERMN XEX, 25 EHECE" LUFHRBRIGE

PBEERIFN X BXo

&4 Citrix FAS Administration Console - connected to localhost

Initial Setup |Rules | Advanced
Complete these setup steps:
o Deploy certificate templates

The required templates are deployed in Active Directaory.

0 Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

A Authorize this service

Your FAS rules are not using the latest authorization certificateIUpdate the configuration.l

Am authorization certificate is configured.

Deauthorize this service.
Q Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

- O

X

Connect to another server  Refresh

Deploy

Reauthorize

Create

Connect
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{&£/H PowerShell
SERUTES

1. SIESHGES | New-FasAuthorizationCertificate
2. IE TFHIENGEREM GUID, ¥l Get-FasAuthorizationCertificate R[EIFfTRo

3. HRFAIIEALIES | Set-FasCertificateDefinition -AuthorizationCertificate

<GUID>

4. WIBRIBRYIZAGES : Remove-FasAuthorizationCertificate . MA{R{ER
DeleteUserCerts $false option , UGHETEF &G,

58 FAS TEBOFIER FAS IEH

£/ FAS BEEZHA

. BEEEAGEE R EAGI R, SRR R EBRAEN (REXXMT BRI
RENEH) .

&8 Citrix FAS Administration Conscle - connected to localhost = O X
Initial Setup | Rules | Advanced Connect to another server  Refresh
Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are de o
Deauthorize Service *

0 Set up a certificate
This operation deletes all authorization certificates from FAS.

The authorization templates a
Are you sure?

Click "Publish” to publish the {
Yes, delete all authorization certificates

o Authorize this servic Also delete all user certificates Reauthorize
An authorization certificate is Also delete all configured rules
I Deauthorize this service. I
) Create arule Create
You have a rule configured: Default
Connect to Citrix Cloud T —

Complete this step if you wish to use this FAS service with Citrix Cloud.

o ANERAMIBRAN, MAELUSEN FAS RRIREIES !
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X

&4 Citrix FAS Administration Console - connected to localhost = O

Initial Setup | Rules | Advanced Connect to another server  Refresh
Complete these setup steps:
o Deploy certificate templates Deploy

The required templates are deployed in Active Directaory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

A Authorize this service Reauthorize

Your FAS rules are not using the latest authorization certificateIUpdate the configuration.l

Am authorization certificate is configured.

Deauthorize this service.

Q Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

ZESETRENEBEARSEAN X B, S EHEMEBLUETRRAGES S ERIMN X B,

{4 PowerShell
fERRLLT PowerShell sp SHIBRIZRAGEBFBEFIES :

$AuthCert = Get-FasAuthorizationCertificate -Address localhost

Remove-FasAuthorizationCertificate -Address localhost -Id $AuthCert.Id

Get-FasAuthorizationCertificate REFFRFSGERBFMEFLIERBGERIERNSIFR, HEE
P4 1T Remove-FasAuthorizationCertificate ZBIGZE $Authcert HI{E.

BATLUEIE S DeleteUserCerts BHUIKEN false RMIFRIVAGES, EBEEREAHFAIUES !

Remove-FasAuthorizationCertificate -Address localhost -Id $AuthCert.Id

-DeleteUserCerts $false

FARBABFIEBMA A FAS BT VDA BRMIIERIES, XELI] FAS EINEIEEER. BX1F
AER, BBIIL] FAS BREGEF.
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o« EALURINT A UMBRA A IES ¢

Remove-FasUserCertificate -Address localhost

LEEn SR FAS BRSZEFHIBRFAE B A IEH. & mER BT imEZMEREVIESERIED,

BFASNHREREEPBIRIENGEREAFIERR, ©RIMERXBKRZE A

BrRATLIEAN

BJLUfERPowerShellfiH1IEKFASIEAGER, XERTFAFELHIEBMANGEIBRTIERE A5
KINREBGEBRIALR,

1. EfERAEERER S #ITYIRFASECERE, XSTRARNT R | BRI BRI EIEBIA N

o

o
9

4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

Deploy certificate templates

The required templates are deployed in Active Directory.

Set up a certificate authority

The authorization templates are published on: djw-dc.djw.local\djw-djw-dc-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service

Create an authorization certificate for this service.

Create arule

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

- O

X

Connect to another server  Refresh

Deploy

Authorize

Create

Connect

2. TEFASHRSS 28 EhNE LA FPowerShell cmdlet :

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1"”

3. BT TEFASARSE 28 Eigi AL T PowerShell cmdlet, &R EAFTHOIEBIEBZLIEK
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$AuthCertRequest = New-FasAuthorizationCertificateRequest -Address
localhost $AuthCertRequest

New-FasAuthorizationCertificateRequest localhost

: aBdab58f-aTel-U9bT7-abc3-6381c26a83a5
Address : [0ffline CSR]
TrustArea 3
CertificateRequest :

————— END CERTIFICATE REQUEST
: WaitingForApproval

ERNEANRIEIEHFASERIVEIRECERE, BXIFARER, BEHLBREREF,

4. FHEHIEKE FIBIHEE
"$AuthCertRequest.CertificateRequest > c:\temp\authcert.csr
5. FHEBIERXMH (FELRFIF S authcert.csr) RRLGEAIERIANM, #AEFRK, HIREGE
Bz,

WTFAMNTBEMHMERMIicrosoftMIEBMAAAM ; W FHMMCA, BERREMCARNET
SKEEEf,

o ERAVERBMANIMIRS S L, FNIEPER'MMCEIR®E T, AREE
Citrix_RegistrationAuthority_ManualAuthorizationt®tlz, JAFI%EFRE HliER, EFEM
R+, BRVMERH. ZFLRAIF, B4 Offine_RA, BMEAARE !
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Subject Name |

Server

| lssuance Requirements

Superseded Templates |

Security

Exdensions |

Compatibility | General | Reguest Handling | Cryptography | ey Attestation

Template display name:

|Ofﬂine_HA

Template name:

Cffline_RA

Validity period:

Renewal period:

v] |

[ 2lfom

0

Directory

[ ] Publish certficate in Active Directony
[ ] Do not automatically reenroll f a duplicate certificate exists in Active

o FEEENEBIUA ARS8 L,

AILERMA TN MMC EI28 T, GRETIEBRR

SRR, ARRHEMRNIEBERIR . EEEEIEER,
« BITE FAS fRS545 LAY PowerShell S B1R R THEAUTAR, FIERBERIFKIELZRE

BOIERMAAAN :

certreq -submit -attrib "certificatetemplate:<certificate template

from step 5a>" <certificate request file from step 4>

fan

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:

\temp\authcert.csr
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PS C:\> certreq C:\temp\authcert.csr
Active Directory Enrollment Policy

{3Ce6E1D3-UE2D-UBSB-9LUFA-C25L192D09C6}
ldap:

B AT gE S MM EBMENFITRE O, HRAIPREBMANAERE DCoOM (TRER)
FMHTTP (E3B) M. WNRATH, BEIEF'DCOM’, AFREEHAE"

Certification Authority List ? et

Select Certification Authority

CA Computer

ﬂ diw-djw-dc-CA (Kerberos) diw-dc.diw . local
Ed_] w-djw-dc-CA (Username) https://djw-dc. djw Jocal {djw-djw

Ok l Cancel

BEIMEBMANMEG, dRTTHRHESR RequestlD :

PS C:\> certreq C:\temp\authcert.csr
Active Directory Enrollment Policy

{3Ce6E1D3-LE2D-LUB8B-9UFA-C25U192D09C6}

ldap:

RequestId: 358

RequestId: "358"

Certificate request is pending: Taken Under Submission (8)
PS C:\> |

o EIEBMANEARS 2 £, TIERBAYA MMC EI28cHh, BHFREIRR. #HEHEK
D, AEARBETZIFRAEE MR
o EFREMEMNER TR, HBIEMARIESR (&K ID BME) o WEFTHIER, EFF

MERDEDT+, RHEFRBIXHE . EBSHAS B, BE TP IXHRIVERU
TETR
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Export File Format
Certificates can be expaorted in a variety of file formats.

Select the format you want to use:
() DER. encoded binary ¥.509 {CER)
() Base-64 encoded X.509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)
[]1nclude &ll certificates in the certification path if possible

() perzonal Information Exchange - PKCS £12 (,PFX)
[ ]indude &ll certificates in the certification path if possible

[ ] Delete the private key if the export is successful

[ ] Export all extended properties

() Microsoft Serialized Certificate Store {.55T)

IR IR BIBFEATAE - PKCS #7 iE$ ((P7B)’, HEXTUAFRMNRARE, FIHEHHK
ZEHRMPREIER"

6. HFHENERXHE & HIE] FAS fRS28 Lo
7. BIETE FAS IR FHIALLT PowerShell cmdlet, J¥:EAHAEB S A FAS ARS8

Import-FasAuthorizationCertificateResponse -Address localhost -Id
$AuthCertRequest.Id -Pkcs7CertificateFile <Certificate file from step
6>

fuan -

Import-FasAuthorizationCertificateResponse -Address localhost -Id
$AuthCertRequest.Id -Pkcs7CertificateFile C:\temp\response.p7b
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PS C:\> Import-FasAuthorizationCertificateResponse localhost
C:\temp\response.p7b

Id : aBda658f-aT7el-U9bT-aBc3-6381c26a83a5
Address : [Offline CSR]

TrustArea : Tababléb-e5ac-U2Uf-98d5-eclaebcl3d07
CertificateRequest :

Status : Ok

8. K& FAS BIEEEHIS. BHUIET FAS M ERERN,

&4 Citrix FAS Administration Console - connected to localhost = O

X

Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:
0 Deploy certificate templates Deploy

The required templates are deployed in Active Directary.

Q Set up a certificate authority
The authorization templates are published on: djw-de.djw.local\djw-djw-dc-CA.
Click "Publish” to publish the templates on another certificate authority.

o Authorize this service R .

Am authorization certificate is configured.

Deauthorize this service.

Createarule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

BAULRSS 2 B 10E — R E § %Et5ig.

9. BILIBMNMLEEE, BXEZFMAER, BESHREENN.

BEXER

- RENREXER FAS RENRBNEESE AL,

- BRMEE SRIERS BEENEEREM L ERHTT B4
+ BB A SEBRREXETNE,
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FhEAERIP

&

FAS IEBEHETE FAS iRZB 2 ERERANIEES, 5 FAS iEH X BXaVFLAFATFHETE FAS ARS23EYF
LIRS T BIABRT, XERHFEBARAISHA 2048 i RSA %30, 7 Microsoft R HATE
Bt HIEFE B FGE,

{# 8 FAS PowerShell #5455 PowerShell cmdlet, BT EXRFAIANBIEMZEMNE,

FAS ECEFIEBAMZMETE FAS ARS8 Lo BIEARTE FAS IRSSZEHE

7£ Citrix Virtual Apps and Desktops 2411 Z Hi8Y FAS frAH, FLAEARBEMED RIS
%programfiles®%\Citrix\Federated Authentication
Service\Citrix.Authentication.FederatedAuthenticationService.exe.config. 4%bEY
XML XF#ITECE, Lb757ABE W PowerShell ap5HXL, PowerShell sp SR T EARREN, H
BEFEFHED) FAS BRSREIAIN A, A, 5 XML XHRERE, €A PowerShell #1TRIED
BTE FAS IRSHBARNZERE. Hit, FEZFER XML XHEBEUTIRE !

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp
e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength

IEE5)“ M Citrix Virtual Apps and Desktops™ 2411 Z BifY FAS kR AFL ERS (#upgrading-from-

versions-of-fas-before-citrix-virtual-apps-and-desktops-2411),

X F FAS iFBHIRIRMER
FAS 1SS TMARNGES | IBAGES (CBERE—SF) FEAIES,

FAS RZHGEHE B EMAAEEIERAE (RA) IEH.
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FAS EIEKIEBIERIEBRENR, S F—TFml. R FAS FEIEHIERFPIEE T IERBIT, BER
BEEERAR. FAlLtt, FESUERIEETREM FAS ZHMIERIER, FHRRNELRERZM
CAERRNER. FIaN, ERIUERERESRE R,

FAS $#ZBUEH
I BERELE FAS BYRIEE, EaILUER FAS BIRIEHIS BRI ERRUE KA KFTaIE
W,
W] LAER PowerShell in4y, XLappiet T EANRIEM ¢
* New-FasAuthorizationCertificate : lt@RBEITTHE FAS BIEEZEHIGHEL, FARIZAET
A LIS EEFEBOTIZ P B I PIRER.
« New-FasAuthorizationCertificateRequest : IERSAIBAGER IR HYEEK 5 BRI

o

BRAGERERBIN RAES, B FAS FE0EMAME, BMAKRAFIEKIER. ZIEBEHEEN
FIRAAILEBIERAE, XEHAFK FAS APIEBI A BIERINER.

FINBERT, EREEERUTRR
» Citrix_RegistrationAuthority_ManualAuthorization : {#HILIRIREIZIIEREIGEIEY
B4 EERRE, BT5/SRNEE
e Citrix_RegistrationAuthority : {ERIEREIZIVIEBERIRKWNEMHEA, HH FAS iR
Szt
TIFAS 2FEUTHE ¢
1. FAS BIEERIAN, Hm CA LXKIEPFRIER (CSR), IEEFHAXMNLAFIERER

Citrix_RegistrationAuthority_ManualAuthorization o
2. IEREIMABERME, CSR KIH CA BERFoht,

3. CAEEAHE CSR [, CARBIE—MES, FAS HIQRZIEPR. WIEPHNEMEAER, RE
_;E, 12%?’%%‘2%3%0 ﬁﬁq}é, FAS %%ﬁ%iﬁiﬁ%&ﬁ%%}q}jo

4. FAS SIS —1&EAN, HME CARZXEZ CSR, EEMERBIMHINBANRR
Citrix_RegistrationAuthority . ZIEKH_E—FFHIEBENFNES.

5. CA BEpfiRIES, FAS 1FRIEF, FAS MEATERBUAS. BRIAMERT, RMGERBRIEN
HAREE,

FILAfERA L PowerShell s B EE BT RIZRIEREIFIERMNANKE !

Get-FasKeyConfig -Address localhost -CertificateType ra
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FAS FFIE$H
FAS RIEZRFIEPRLUSBE R EF3 VDA,
Y FAS SIEZRFIFRE, E@REUTHE .

« FAS 8IE—1EAX, HE CALXZE— CSR, 1EEEHMMLHA. AR M URKINENR
Citrix_SmartcardLogon (EFRAMEIRFIEE)

CSR fEH FAS #HUEPHITE %o

« Citrix_SmartcardLogon 1EHREGMALZEK Application Policy: Certificate
Request Agent » FHTFULEMEFET FAS BAUEFH, CASBEMMAAFIER,

FAS I0ZRIEH, FFHEEMETE FAS RS 88 EAVERANBUREF,
RIMBERT, IEBNEREAN—RE,.

BE, APIEPHRMLS VDA LIBREF,
B LAERLAT PowerShell e EE AT EIEZaEREINEBAXNHNLE :

Get-FasKeyConfig -Address localhost -CertificateType user

FhEATFHEE
FAS FILABRE 7E = S77 P QIR AR A4S -

« Bt EEMER Microsoft MEEREMHREHUER, ENEINARIF ; BIEEFHEERE L.

o ZECFEER (TPM) | TPM AIURITEN LAYIERES, W URELN SIERRFIRENE
L TPM,

- BHZLSER (HSM) | X2—MEBANSHMEIRE, SRR FENEER.

FENGHE, BEEFETEERZE, BHEEERE, LERECIENFEAERPILEE
AR,

5 FAS #Z2A0EH X BXRIFATAR 28U, RAWZIEBHRE IHERRBE RN ARSI AP B9E
BiFK, Hitt, EFEHILERNATUAERAF NS0 EEDIFRE,
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A LAEZE Microsoft CA LABRH FAS R2HGERBISIRE, SIEIUAEMAIEBINEARE, 78
17 AR,

&k, FAS SUIFEIRIIECE RAGE B AP IEBavFARRE M,

—L B AVER BN T
BREHER BPIEH#ER p=2 53
LALS LGS RINELE
TPM LR BAGEBEAEA R
HSM HSM FRBIEBERE B BRI

FEVHES TPM BFHBFER, (¥ TPM BFESGERER, WRETHEEEIRETS
iB1T FAS fRS58:, BB WENELNEERFMHENR, THREEXE TPM ELUL,

Z4PECE PowerShell &%
EFAEEBERXNGST ¢

* Get-FasKeyConfig
* Set-FasKeyConfig
°* Reset-FasKeyConfig

e Test-FasKeyConfig
BEXIEMER, FEH PowerShell cmdlets,

BRAGEBHAFIEBNZAEREZMIIAN, B certificateType BEIETE. FlMl, EIREUEKE
BOER (RAES) BEANFTAARE !

Get-FasKeyConfig -Address localhost -CertificateType ra
ERAVEK AP IE I EARFATARCE !

Get-FasKeyConfig -Address localhost -CertificateType user
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&AL Set-FasKeyConfig #1 Get-FasKeyConfig RIGBMICEU TR :

B BRINME p= 3
KE 2048 KA RBEMNRFEK
n B, &8, &

Microsoft &1k GUI
/1, Cryptograhy %
MFR8E T *RIVE
AR WIR FAS
REENEAKENF
BERPIEE N R/NE
AR/, W CASFHE
£t CSR,

XF RSAEH, K
ERILLZ 1024 i,
2048 1175k 4096

fiLo

3+ ECC &, K
EELLE 256 fi.

384 fiIgy 521 i,
IS H S BT ATUMER
HEEFSH.
EIE 7o IBEEMRNNE FAS &£

FYBIRLERARIR R R A
%o ERBIRIRFTH
AIZ3H GUID 4B R%o
N,
MyPrefix70277985
-6908-4C6F-BE59-
B08691456804 .

HaE fh 2k & MR A true, MLERK
ECC ZE037 ; /M,
4 RSA &A%t

RIEERERER = N8N true, FAS I

(KSP) ERIA Windows

CNG API, HBEM®Mm
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=3 BINME
B HEE Microsoft {247
FiERERER
CSPEY 24

AR
£ Provider Bt
187 KSP,
AR A false, FAS
THEFIERR CAPI
APl, HEWINTE
Provider B4H357E
MERSEERER
(CSP). Citrix 321X
f5F KSP,

BIEMEFEZR AR
RIUEFRINRIN. &
AU E UL B IS
E TPM I HSM,
HSM B9 KSP (2§
CSP) H HSM {57
R, iR EE
XU REE R
AR HIE B TR
BA.

X KSP BMHIRE
5 false BYF M X,

& Microsoft
KeyContainerPerm
issionAccessEntr
y.ProviderType
Property
PROV_RSA_AES 24
o WAIRERA 24,
PRIEEETEERS
CSP By HSM, #H
HSM 5B
Eo

k%4, Set-FasKeyConfig IS LU X —EEMA, IRHER)
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*l]_‘l N

-UseDefaultSoftwareProvider

-UseDefaultTpmProvider

WA

¥ Provider EM1%E /9 Microsoft Software
Key Storage Provider, 3% KSP FERIEEH
true,

¥ Provider B £1%E /Y Microsoft Platform
Crypto Provider, ¥ KSP FERIEE N true

[e}

Microsoft Software Key Storage Provider &% B FEKE L QIEMEFHEEHIIRERER

Microsoft Platform Crypto Provider 2i& % AT 1E TPM HFeIZNEFEZHNRHER.

Get-FasKeyConfig if Bt FE, BEITFHWIAEEERABMNMRHEZFMEE !

FE

IsDefaultSoftwareProvider

IsDefaultTpmProvider

Bk

aX

WMRA true, MFRTIREEF
IRE N Microsoft Software
Key Storage Provider, 3 H
KSP FERIZIE N true,

WRA true, MRTIREREF
IZE A Microsoft Platform
Crypto Provider B KSP %
ERIZE N true,

RSA &G RSA %A
(EllipticCurve B4
false) .

ECC &R i¥E&E ECC %%A
(EllipticCurve B H

true) o

&I LUfEEF Reset-FasKeyConfig JH&EIRE AERIAE,

Reset-FasKeyConfig -Address localhost -CertificateType ra

Reset-FasKeyConfig -Address localhost -CertificateType user
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WL FPECEPAMMAYERR (8 Set-FasKeyConfig I Reset-FasKeyConfig ) &IZENNFH
F#HEIENIER. B2, EEFARAEENNEENAAFIEBAZ M,

BT OB N\ BIREZEFI S BUHEI FAS IRSS, B EECEIEIN FAS FHfilBR FAS UF$H A
PowerShell g55 IR E IER,
FEHMPERIATS Hal AP BREENTIE R BRI W ER.

EEA R

T8 INTAITR, BEEEN FAS IRS ZRIEARMAY PowerShel IR EZEFCE, AANMEIERAR
EEC B B BRI,

MREELRMBRHARERRIFENIAFIES, ATLLBEHNE FAS IEH MBUERN FAS F#lFR
FAS JEF FFEMIER,

SNRIEH FAS BRSSSAT LAMERE S, BEHTTEREE NN ZRFHETHIFRIVAEIF R
Bl 1 - FAPTEEPEFEME Microsoft GBI EFERHEF D
BTXERIARE, FILEEFHFNECE,

WMRBEENR T RIPERE, AIUAERU TSR E 7EH Microsoft Software Key Storage
Provider :

Set-FasKeyConfig -Address localhost -CertificateType ra
-UseDefaultSoftwareProvider

Set-FasKeyConfig -Address localhost -CertificateType user
-UseDefaultSoftwareProvider

f&AILAfEA Reset-FaskeyConfig 1k & 79 Microsoft Software Key Storage Provider, &4}
R HMEPEEIREME NEIAE,

7B 2 - FHEBUERERFMETE TPM
Lt RBIRER T 7 FAS IREGEBEHAEMEE TPM (WIEESER) &+, MAPIEPREAEEE

Microsoft Software Key Storage Provider /&1,

RE FAS AJUEMR TPM RIFETARNAFIES, EXNTARKEMS, TPM BFATEIIERZ A
INER o
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{EBLLT PowerShell ;8% :

Set-FasKeyConfig -Address localhost -CertificateType ra
-UseDefaultTpmProvider

Set-FasKeyConfig -Address localhost -CertificateType user
-UseDefaultSoftwareProvider

7 3 - AT EEHTEFEMETE HSM

LR BIBA Y R HSM EERBGEBMAFIEBHE. HRFAREBEERE HSM. 28 HSM #E
BIRIHIZF . H/a0, HSM Vendor Key Storage Provider,

fEFLLT PowerShell 8845 (RFRBIXABERAIER HSM 1R HIZFRISKFRTT)

Set-FasKeyConfig -Address localhost -CertificateType ra -Provider "HSM
Vendor Key Storage Provider"

Set-FasKeyConfig -Address localhost -CertificateType user -Provider "HSM
Vendor Key Storage Provider"

Bl 4 - EFRTEhZER

AIAMBST, FAS Eal RSA#EHo FEURAIF, BRSGEBMAFIEBEEE T HE /L% (ECC) &
Ho

R BIERARENERKE, BBGERECEN 384 U#EH, BPIEBEREN 256 iIFR,

Set-FasKeyConfig -Address localhost -CertificateType ra -EllipticCurve
$true -Length 384

Set-FasKeyConfig -Address localhost -CertificateType user -EllipticCurve
$true -Length 256

LEEY, #RANFMAFIEBIERATBERW CA B4, KA FAS IERRIRFIR/NERRNRINKEN
1024 fiL,

i, WFUHRE, FERNTARAESERPHR/NEARN

e Citrix_RegistrationAuthority_ManualAuthorization and

Citrix_RegistrationAuthority : f¥&/NFIHA/NER N 384 (FHE/))
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e Citrix_SmartcardLogon : SFER/NFFAXK/NER N 256 (TE/))

BIYRIBIEIR, 1HIB1T nmc.exe , FHARNERER EER T, HEER, ARITHAEHEL. &/E
PARNREM T RRE LR INE ET -+,

BE ECC BB P IEBIIEIBTT Citrix Virtual Apps and Desktops 2411 58 S hRAHY
Windows VDA £ #5, Linux VDA R3z#F ECC &,

MiAFA AR E
RE set-FasKeyConfig fHRHIT—EINIE, BYRAREIRELRNEARE. flal, ErATsEi
HSM RYIRMAZF Binh s, SEEIEENERRKERRIRENH .

745 Test-FaskeyConfig FAJLURMEEE), ©RIAEAIREAKECIER AN, HiREMINEK
Mo MREREHRE, FHRERERRNIET. NRMY, BHIRILENHER.

LUF PowerShell sp 523 3UMNRAIRIFI B P R AR E -

Test-FaskKeyConfig -Address localhost -CertificateType ra

Test-FaskKeyConfig -Address localhost -CertificateType user

I FAS BrSS a8 eIEMNE, XN TARNNAFIERLIZENE CSR ¢

Test-FasCertificateSigningRequest -Address localhost -UserPrincipalName

user@example.com -Rule default

J¥ <mailto:user@example.com/> &5 Active Directory SBEFAIESS UPN, FAS #MNEEH%
7 default, B2, MNREHFLENASEBEVEMIN, BIEEZBT.

IR CSR FTh, FAS HEFLEMBIER,

KE FAS iEH
BT PowerShell K2 IE R M H BT X BEAFLSATEAE (IR,

RERBGESR
ERILLEE B FAS EIRIZEHI S RERSUE B R EFRAVLES :
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& Citrix FAS Administration Console - connected to localhost = | *

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

e Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on ancther certificate authority.

Q Authorize this service [ o
An authorization cerlificate is configured.
Deauthorize this service.

o Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish touse this FAS service with Citrix Cloud.

B2, BIRNEFANER, 15 PowerShell :
Get-FasAuthorizationCertificate -Address localhost -FullCertInfo

FHREIZNFE, TFE PrivateKeyProvider, EFR @S IEHEIZMFHERMEERET.

PRIVATEKEYPROVIDER BIAFHEUE

Microsoft 24 IR FEIRHIER BIAEEERE L, = Microsoft IR EIEF
BRI

Microsoft ‘F & MR HIZRF BERFAETE TPM (BESRZERD .

HSM L B HEMERRERER ((NFRRA) FREMETE HSM (IR BIH, HNERE
##2F %8 HSM Vendor Key Storage
Provider)

KREAFIEH

IEEILURAN T A VIREY FAS ARS8 ERFRIFRE A IERYIK !
Get-FasUserCertificate -Address localhost -KeyInfo $true

Keyinfo 28 ERHEEE X SIEB X BENIANEZER, 552, PrivateKeyProvider FE&35
TSR XBNBHAMNEFEELE (B X IIENSER, B8RLE—T) .
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BRI LERASMENESE (Flg0 -userPrincipalName ) THFEREIRIERE,

R EEAERFERE PEM HIBAFIER. MXAEHE .crt XHH, AEROTHFER
Windows IiE$H GUI B/RIEH .

k) BiER
$CertInfos = Get-FasUserCertificate 3 RPAEEE LS T AP IR

-Address localhost

$CertInfo = $CertInfos[0] FELRFIR, FINEFEE—TBPIES
$CertInfo.Certificate > c: ¥ PEM #iEBZEEEZWE .crt XH

\temp\user.crt

c:\temp\user.crt 7£ Windows GUI $TH .crt Xff

M Citrix Virtual Apps and Desktops 2411 ZBifY FAS hRA<F4%

£ Citrix Virtual Apps and Desktops 2411 ZHilJ FAS hrA7F, FIFBRM BT REBUTAERN
XML XHREEER

%programfiles®%\Citrix\Federated Authentication
Service\Citrix.Authentication.FederatedAuthenticationService.exe.config

XEMAX I HIEIRE PowerShell (e EUL, XEMSIRMTEARNREY, HFETLTEEHEDD
FAS AR 23B0AT R Ao
9, 5 XML XHIGERE, {EH8 PowerShell ZeHIERETE FAS IREZSBAHENESFE,

EFARCEE X B XML XHIgBI TR, URENIXMRAY PowerShell %1 (40 Get-
FaskeyConfig # Set-FasKeyConfig HRFRA)

XML XHigE XML M{FFREYRR POWERSHELL A
ME =30 8]
Citrix.Trust 2048 KE -

Fabric.Client
SDK.TrustArea
JoinParameter

s.KeyLength
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XML X{5FigiE

Citrix.Trust
Fabric.Client
SDK.TrustArea
JoinParameter
s.KeyProtecti

on

Citrix.Trust
Fabric.Client
SDK.TrustArea
JoinParameter
s.ProviderLeg

acyCsp

Citrix.Trust
Fabric.Client
SDK.TrustArea

XML &SR
AME

GenerateNonE
xportableKey

&

POWERSHELL
FH

-Exportable
-UseDefault

TpmProvider

-Ksp

-RE

AR

-Exporta
ble IRE
73 $true
RSEIMIE R
P

PERURET
-Exportable
REBEA

$false 3K3C
m
-GenerateNon

ExportableKey

BLIEE
-UseDefaultT
pmProvider 7
X KL
-GenerateTPM
ProtectedKey

B -Ksp
KRB $true
SRELI -
ProviderLegac
yCsp 77 false
WIS -Ksp
REN
$false KL
m
-ProviderLe

gacyCsp true
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XML XHigE XML M5B ER POWERSHELL pazt =9
INE =3 8]
JoinParamete

rs.ProviderNa

me

Citrix.Trust - -CspType
Fabric.Client
SDK.TrustArea
JoinParameter
s.ProviderTyp

e

XML EZERRINEF] PowerShell BRIAEEIRE LR FRH . HRER, BOINERT, LLARAMUKR
Citrix Virtual Apps and Desktops 2411 Z BIhRAH FAS £ EVE AN B4 2 EERY.

Eit, fNRERFHR XML EEEXHHER LNKE, NWEAR FAS B EFHITEMIRIE,

BR, MNREERTEFLDIRE, BRINTARAALRFAS !

« }f FAS BT HEFIRT ; 4EP1ET
m

123517 FAS ZERERFEIARMFAL FAS ; A%E, PAEUFIRNEERNASHIE XML XH#
b, HETEE XML XER#HITERE,

- fEF PowerShell 8595 Set-FaskeyConfig (41 Z$AECE PowerShell &35 HFTR) RIEHE
IRIE FAS FLAECE ; IBE ERNMAFIEBAHRRIRE,

« MLIERVECE, a0 NiHFLAFAECE FAmD
« }f FAS RS 2R H4EPIET

TRALRES, FAS WRECEIRERRE, TERBUEMARHRIE!E.

iz iz

5 FAS BFIEP X BXHIFL AL A2 Z T VDA, ik, % VDA EEBFERBAFN FAS IEBE (Tit
EHETER VDARXRZRATRIENMER) , MEERELSITZLNER FAS RSE5. XIRETEZE

%, RAFLIXITASBIF FAS ZiAEME (TIERREEME. TPM IEE HSM)

£ Windows VDA L, XZi@:d7E VDA LfER—WRMIZFRKEMB, A HMNEIERONAIERFE
BRIFRFERH A NE ZIRFIEEZZRIEE FAS fRSSE5.
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7£ Citrix Virtual Apps and Desktops 2411 Z#i, R{EEFEMBRSEETRERF (CSPs), NARERM
BERFARBETEIBA Windows CAPI AP #1TiAiRl, XLERHEFZ !

e CitrixLogonCsp.dll : BT VDAMEBESER

e CitrixvirtualSmartcardCsp.dll : HBFRIERNIEH

M Citrix Virtual Apps and Desktops 2411 744, VDA LRI T EN MR IRIZMEIRMHERERF (KSP)o N
BREFMIZERFARBETEH Windows CNG API i5aX IR HIEF, FRIRHERE .

e CitrixLogonKsp.dll : BT VDAMEBESER
e CitrixvirtualSmartcardksp.dll : HBFRIERNIEH
KSP B—MM[ Windows N BREFAFINERENEH AN, iR TESIEE, M :
- HFH ECC EHAMIES
s XIFBIRTLFE (PSS) ER
208 FAS # VDA #R3B1T Citrix Virtual Apps and Desktops 2411 S{E S kA, M{EA KSP Zi2hIe
(BNEEHHY KSP #TIZIZRE) . BN, RAEFELREEAIBMR CSP #1TIZIZAIE,
/A KSP iZiEibiE
MRBIERIFRA SRR, TR KSP iz 8, LUERLRUERAIBRR CSP iIZfE M,
fERLLT PowerShell :

Set-FasServer -Address localhost -KspRemoting $false

HEHIRT
EBY LT FAS FRSBINEER, BERTEBETEPE.

2 FAS &b FAIFIRIEY, UTERER !
X Workspace 5% StoreFront™ {ENE A NN BEFHNEEEMFYIN—ER2ER FAS B,
FAS I RELATFAEIFER | AAE MBS IEERREN FAS RS 2R 1 R o

o ER—TERSNEOTABAIETE, FAS E4EPIRIN T ARITFESISIZAFIES, i, ATLUERENE!
EERIFMEIREN AP IEH.

- B2, HRINEBFAIEEES (F40 VDA ERHRERER) AT

RERAARGFEICIZBFIET, BEERATIATRLUER PowerShell g8 (F40 New-
FasUserCertificate B Test-FasCertificateSigningRequest ) BIZEMAFIEH,
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ERAEEEFE
& Citrix FAS Administration Console - connected to localhost - 0 =
Initial Setup Rules Advanced Maintenance mode is ON Connect to another server  Refresh

Maintenance mode

Enable maintenance mode to prevent StoreFront and Citrix Cloud from selecting this FAS service

¥ Maintenance mode

{&F PowerShell
¥ FAS RS BREBETHIPER, W TR -

Set-FasServer -Address localhost -MaintenanceMode $true
I FAS IRSZB|IMEIFERXPERE FIRE ERETT) , TR -

Set-FasServer -Address localhost -MaintenanceMode $false

BXER
« REMECE B FAS REMEBNEESZ KL
- BILH FAS BRETE BXE B MRS AREMELE XEHHITT B4,
- HREGEXETE aRiE XEFNE,

ZEMMKEERE

BEE B PINIEARS (FAS) 5 Microsoft Active Directory #1 Microsoft IEPMA NI ERER. HRRA
FEIEENEEMRP, FITREER, REI0EIEHIZ8 T H i X BEMIZEFRMEIARE,

ASCHLBER T HE FAS BEE BNRLTH, TG T T AT EE R IR RGN,
MEFRERNZ M
FEZTT FAS BETERNTBAFNRSDR,

FAS ARS8 SIEBMA MM SR—IE, BXE X BEMBEMN—TD. TEKSIFER, Citrix
Gateway # Citrix StoreFront @#1THEF BMIIERAMS, 5| A FAS AREMEM Citrix Virtual
Apps and Desktops™ £A 14,
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ADFS Server (with
Web Access Proxy)

Citrix

Federated Authenti-

cation Server

Windows Server

Windows Server

TLS Server
Certificate

Signature
Certificate

Encryption
Certificate
(not used)

Citrix Gateway

FAS
Authorization
Certificate

FAS User
Certificates

Kerberos

Citrix

StoreFront

Certificate Authority

FAS User
Certificate
Template

FAS Autharization

Domain Controller

Windows Server

UPN
walter@auth local
Alternative UPN
walter@adfs ext

VPX

Root CA
' Certificate

Gateway Server

indows Server

TLS Server
' Certificate

' Certificate

ADFS Signature
' Certificate

SAML SP (RP)

High Trust

iRS5 8%

e S MIEIERS

StoreFront

RAHZEHIER

Certificate
Template

Delivery Controller

Citrix

VDA

Windows Server & Desktap

indows Server & Desktop

TLS Operating Systems KerberDS ating Systems
TLS Server [ Fasuser
§ Certificate = Certificate
Intranet
PL 3

[in] 3R B StoreFront™ #1 VDA BJ* Kerberos
ZE2B HTTP, [out] B) Microsoft IE & 143
# DCOM

[in] REEFIHITENE HTTPS, [in/out] E/3k
B StoreFront fRE 2389 HTTPS, [out] ] VDA
89 HDX

[in] 3R 8 Citrix Gateway BY HTTPS, [out] |
Delivery Controller™ By HTTPS, [out] &] FAS
B Kerberos Z2H) HTTP

3B StoreFront fRZZ23HY [in]) HTTPS, kB
VDA B9 [in/out] T8 Kerberos Z£f HTTP
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ARS5 8% i

VDA 3k B8 Delivery Controller B [in/out] #H8
Kerberos Z2M HTTP, 3RE Citrix Gateway
89 [in] HDX, F FAS B [out] 8 Kerberos &
28 HTTP

Microsoft IEPB LA 3RE FAS 89 [in] DCOM

StoreFront 5 FAS Z[E]EE

« 250 VDA BY, StoreFront BRS5EREAR FAS ARS8 LUFAEN— XM EIE, Citrix Virtual Delivery
Agent (VDA) BEIEIFF B REAF.

 StoreFront fEFAET HTTP BY SOAP EEE] FAS, ZRIANBERT, ©EARO 80,

- BffFAEE Kerberos #1TRMRIIE, HFPEF FAS BRZ52587 Kerberos HOST/fqdn &2#(0
StoreFront fR5525Y Kerberos &K &7

- FIERIERERRAZEEHTNE. THEHTNECERIRERAME.

VDA 5 FAS Z[alfyE(E
L HDX™ £iEEEES VDA K, VDA 2EtF FAS IREZ2BLGERIER.

o VDA ERET HTTP #Y SOAP E#E3] FAS RS2, BIAERT, ©EAHEO 80,

- EffHAHEE Kerberos HITEHIIE, HEPEZF FAS IR 280 Kerberos HOST/fqdn &4 #1
VDA #J Kerberos itE# &5, tt4, VDA AR EIEAW"F 8EHIRIEBFFAEH.

- FIERIERERRZEEHTNE, TFITNECERIRSAME.

FAS 5 Microsoft JIEBil & [BEYEE
YA ELH VDA R, MR FAS IRSSBEKBEIZAANIER, NEaSIERMANA@EESLIER
WP IEBMANVIMER FAS IREZB[REBZETHEMRIEIEBEHE CMC BUESE.
+ FAS %23 A DCOM & Microsoft IEBMANIMEE, B XPABIHONER, EEH
Microsoft 324

« ©fEF Kerberos #1751,

Citrix BB E R IRIEARSZ 5 Citrix Cloud™ 2 (8] Ry

NRIFERTF FAS EIEZ) Citrix Cloud, MIFRY FAS IRSZSESAMAENSIEIT HTTPS 550 443 i51AIATF
ik,
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Bz
« ERAFMKF TETH FAS EIBIEHIA

o * cloud.com

o *,citrixworkspacesapi.net

o MNREHIMERERFE =SS MRERER, WEFRFRIMIL
« MRS K TE1THY FAS BRSS !

*.citrixworkspacesapi.net

*.citrixnetworkapi.net
Citrix Cloud B :
- FAS BIEZHIE, TAFPKRT

*.citrixcloud.jp
*.citrixworkspacesapi.jp
o MRTIMEPFERAE=AFHRMER, WEEHMI
« FAS fRSS, EMEARSKPT -
*.citrixworkspacesapi.jp
*.citrixnetworkapi.jp

IMRENIFRLSNERSEE, BER FAS EEEH opIFEER PRI, A, BMERER
netsh B 3Ll T BECEMLKARSS 1K AL,

BEER
B X RIPEAMD Citrix A ZEEEER, BERUTXE !

« Citrix Virtual Apps and Desktops - Z2F BB R ELE

o {RIPIRHY StoreFront ZRE,

REAREM
FAS BAERINES, ARFEAGHNAREEMBES, KEBTHENRIER 2 HHE U R
FAS BR 55385 BRI ELATR,
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FREEMAER
FAS @3 7L M AERAMEL A FIEB. Microsoft SERMEHSIFEPREEM AR, JEPHARIL
REMRIERIU A ERAIEBEIA

Extensions Storage Cerdificate Managers
General Policy Module Exit Module
Enrollment Agents Auditing Recovery Agents Security

For more information see Delegated Enrollment Agents.
() Do not restrict enroliment agents
(®) Restrict enrollment agents

Enrollment agents:

\FasServers

Remove

Cerificate Templates:

Remove

Pemissions:

MName Access

wWFasllsers Allow

Remove

LR

==
L
=]

- oK || cCancel | Acply

1SR AE LA E IIEIERFALR -

o ZMAIHIRINEE FAS IRS2: (IRIERY Active Directory SREFAEEHMTMAIE) o

o IFBERSIFRNEERTF AR FIERH FAS &k, RINBERT, X2
Citrix_SmartcardLogon 1&#R,

- RS\ REASIFER FAS AR, flll, BNAEREERIZFRIFAFAAMNKIES.

X+ BB Active Directory AR RS RMTHERAEY, EHBNEFEDZATRE
8
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TaREZEEIT RECE

MNECEFMNER Pk, RATIACE StoreFront fRSZ28513R. XLE StoreFront FRSZ 23 1EMA IE BT [H)
FAS BTE BB 810, B, EelLBRFIMILE AP a LURFIER, UM LA MELE VDA 8
TEMHRWIE, INAEZEEBEMEEI4TE Active Directory BUEHMANMEZ LTHRERI RN T,

B ER B

FAS BR324 KB StoreFront Ml VDA BIfZ Ak, MRIEFTTECE, SNEARwO 80, B X
MEBENEZER, BEAMNZEREMNZ 21T,

FAS RRZF A LUARECE Windows BiAdE. BXIFAER, BEHFAS RRIZFIEDL

5Bk FAS BRS588t% 00
FAS fRS52:#0AERRO 80, EAMUBEX RN *

BB LU FAS IRS2BIHOFE X NI 443, BXAEEH FAS FEHEMMIN,. EMERREEHRO
443 k, FAS B R{EH HTTPS,

1. 7 FAS fRS388 L3 1T A TS 1T -

"C:\Program Files\Citrix\Federated Authentication
Service\Citrix.Authentication.FederatedAuthenticationService.exe" /
SVCPORT [port] /CONFIGUREFIREWALL

B [port] EMAEHELFEANIKOS,
/CONFIGUREFIREWALL FF* &fFEEFT Windows FiAiE, MURIFEIEEIRO LEIIEAE
%,

2. EFRTH FAS RS,

3. TE1REY FAS ARBRITRA, FH FAS IRBRFIRUSBEHO (FE0 fas.example.com:
[port] ) o

4. T¥EXREFET) FAS fRSS528. StoreFront #1 VDA (fI#0fEA gpupdate /force )

SHAEEE

FAS #1 VDA {ERE A Windows EHE. IWAEAATFHREZEMFEITER. EHEAE BO7HT
AIEMBSEHFAERE.
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B L 2RR

FREMIE, & FAS MARIABFIERER, MEAMLRSIKAFEAFTASHAA, NRENE
EREENR, FAS XFHERAMEBERAHLTERIR,

A LE A PowerShell s S TEFMNBAREE. FAS IZAGEBRPIA A IERRIPFI U ERREHN
BB, E%E%’vﬁém%,m L, IBBATLABARP

EHERR
FEEER AU TILA

B B3R

23
=
¥
e
pali

EMRZEFHRIPIEBIER

IHEER FoEARRISE
IERMANAERR B IEHMA A

FAS B R TRHECE FAS RS2
StoreFront/Citrix Gateway B2 5 [ =azz ) mE =4V Evall
BARELRE™ EER Foi& VDA F#EH25

BNEESENBARZEEENARSE, MMISFRBIRNEG ERFRIFRS.

HRBRIRE

INRFAE FAS BRSS25F0 VDA HARRZA 2511 SESRRA, N VDA ERILEZREE FQDN %1&RF
BEE, 527 EAS V2 EirflFRtht 53R,

RASER FAS HENLESARKEICER KR5S -> FQDN"ERRHITIFIR. HEXR FAS ARS8

B, BPAIIE FAS BRS38589 HOST\<fqdn> Kerberos &17. FRE 41 FAS BRSS8MIARSS 2844
MAEFEIIZRS | EEHEER FQDN ECE ; TN, StoreFront #1 VDA RIREREXZRARRIMY FAS ARSS
23, It4, 2N FAS BRSZ831E#EE! Citrix Cloud, MIZARESBAIN BT FAS IRSEAH,

Citrix B NIFRHIFAAE BN AR MR, BRRERIR. 150 FAS IRSHRTIRNIES B
b, THEREMRSEREFERENR,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 82



Federated Authentication Service

It GPO RGN AN R F L EMEH FAS BRS525RY FAS BEER (F/SEEIER) . HIE8
RERA FAS IRSSEFAE & EAITEN FODN %1,

FAS ARMRISE B RTEEMRFAY

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\Authentication ., ZHZBEEHAY FAS FQDN
FIREREFI
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\Authentication\UserCredentialService\Addresses

o

MEFHER

INRIZARAB(EF FAS FEMIAY Citrix_SmartcardLogon IEPi&ER, FILUEHEEIAR, ZIFUTER.
EnRIEBIER

IR ITZAELF Citrix_SmartcardLogon Efnfa U TS ENALRIRRnBATAE, WA -

- SUEBIEPIRRMBIAHFEED S, UNEERNARRNRMRITE,

 {#F FAS PowerShell i S EIE FAS, MARFEHREERAFRRE., (BEAPAEMNGERT
Citrix BRINENR BT, )

o {#F Microsoft MMC IE B iR E IR 8 Tk Publish-FasMsTemplate i8S 2 SRR, FH
o f#M New-FasCertificateDefinition 5 EZE FAS, Fis5EFIEIRZAIT,
EEREMY
HINERT, BRIEBMNERIAEtX, EAUEIEBERPESRE R,
BMEREITER, FAS 2ZBIEPBERTHILIZE, FAS RTEEBESEAT ¥ B4 TIER,
EEE R EEME
BESOXLERE M, FAS RZKRIEPIRIRFAXLIGE,
B X FAS IRIHINGE, B5R AR
ESNEREYE
BESOXLERE M, FAS 2ZBRIEPIRIRPAXLEIGE,
B X FAS IRIEERIKE, 1F5IH FABARP.

(SRR B
BEMESOX LB, FAS A5 5AUERE,
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EREMRRREYE
EMERLREE, FAS FHAFBAEIR,

ety BRI
IR DUMEBOX L1 B AL AC IR A 2E 4R 35 BK

FENY RIKEANRZSBZ 2R, HSBIEBLEER.

AR REM

Citrix ZIEIELLXEIRE, XLV FAS IRSERRVITENIK P REREFIEMIIR. FAS IRSTFE
EEREMAR,

1)

- RIFEIEMEIENAP REER, XBLFN, RWEBMENERS FERBIREUER,
o RIFEBNEBMANMERE RIRRMBEAZR,

I NGER FRRE =1 FAS 181k :
* Citrix_SmartcardLogon

e Citrix_RegistrationAuthority

e Citrix_RegistrationAuthority_ManualAuthorization
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Subject Name lssuance Requirements
General Compatibility Reguest Handling Cryptography = Key Attestation
Superseded Templates Extensions Security Server

Group Qr User names:

SR Authenticated Users
FasServers ([l FasServers)

S2 Domain Admins | “Domain Admins)

| Add... | | Remove |
Pemissions for FasServers Allow Derny
Full Cortraol ] ]
Read ]
Write ] ]
Enroll ]
Autoennoll ] ]

Far special permissions or advanced settings, click
Advanced.

OK || Cancel | Ay Help

X+ BB BY Active Directory HRY R S #H1TRVERER, EIHENEFRBHIEIIARE
Ao

EREEBTRYE
Citrix B &R EERX LR,

ZIRR BIEIF MUE Active Directory 158/, XRSBUEBMANMEIERT BHE3HEFH
SID, MRS AP Active Directory 1K P BI3RBRET

eSS S 1t
RE Citrix FEWXFM, BNMRFE, ERILUERXLERBEUNFEERIARA R,
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MR EREME
BMESXEIRE, XL B MM AR -

Citrix_Smartcardlogon Properties L2 I

General | Compathiity | Requast Handing | Cryptography | Key Attestation |
Superseded Templates |  Exensions | Secunty | Server
Subject Name lssuance Requirements

Frequire the following for enmolment:
[IC4 cetficate manager approval
[+] This number of autherized signaturss: EI

¥ you require more than ene signature, autoenrcliment is not allowed,

F‘uicy type required in signature

| Application policy b |
Appiication polcy

Cartficate Reguest Agert “|

LINCE POICIE:

Add...

Hemaove

Fequire the following for reennaliment;
{®) Same critenia as for enrcliment
2 Valid exigting cerificate

Alow key based renewal (7)

Reguires subject inforation to be pravided within the cerificate
request.

*Cortrol ig dizabled due to compabbity settings.

[ ok |[ Cacl || ooy [[ Heb

BURBEEY
RE] LEMOXLEIGE, ZIgB S IZE D /I Windows Server 2003 CA (Z2f9hkA 2) , {BERE, FAS

{X3Z#F Windows Server 2008 ME S HRAB CA, b, N_EFTIR, FAS £ZB&EIT1%EF Windows
Server 2008 CA (ZE#IARkA 3) =X Windows Server 2012 CA (ZE¥IFRA 4) Bl BERIEMISE,

IEPHANEEE
SEBIMENVEIE R 51 S B E BN A IR SS 38 R (2 MO E HHL5A,

BRI

AT EIEBMAN A EEBIRIE R W EE R R HOVERMAIES, IEBMANEER RO IERE L
%R

—MERENTEMUAR, TRE FAS IRSFSHRHNAREMIIERRR, HERFTE2RANNAD
2o TIEWMIENR, IEBMEANEEEZEUANSTEZFIRBCEMIADIERIERK, FHHIERN FAS
AR5 2R BIRBS,
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BAAE S

IEBMEN M EIE G PERMA NI NEAIEIRE, MMEREAEE. IEBMAVMEE
SR L ECE DCOM TCP MBAASERIN, LUERE FAS fRSZB 2T EEIERIEH,

2R

AINBRT, EECEMVWIERRYSE EE A LUER A IFLIRENEBRRE A P A IE
Fo Citrix Z2IERREEMRBIEBMANGENE, FHEBRMARS N—HIFGRER. B55H
EEMARIE,

SRBSARRNI B A%
MFRRERE, BENXZERRA A TREMTRAEBMA.

FAS &8

FAS BEEZ IR £1HE.

&2 ACL [R%l StoreFront. FAF#1 VDA
FAS Z 2R BB HILE Kerberos i P B] LA B]THEE -

wHiRREE i

StoreFront [IdP] X4 Kerberos tKFP 25, RIEBARAFBEIER

it SR, WREAR—IKFERIAR,
MBI FAS EEB R8I F e ERIE
Ho

VDA [Relying party] XEZFIAEEBMIAANITTEN. TRE
|dP 1o RBVEIR AR, FHLbLb4AP=5REY VDA
bk P I E RAREE B R

BF LEIEITHES] IdP BB E LR, EEE,
X EIERIA A2 REMCIE BBk E
EEE, B, BiELIIRPNIEIERFN
P, XATLARGLIESZEY StoreFront 4R
FRIBFA B ESRFINERRT . 2, It
ACL AMERITFIEHEE K,
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ECERLN

INRZANHRIZAY Citrix Virtual Apps™ 8, Citrix Virtual Desktops SRE{FEFEERIR FAS RSS2 EMLE
¥, WFMUSBER. S8MHNEE—HPMWECEIRD ; %512, AIMIRIIAZE Kerberos iR
HF5 (ACL)o

ECEIE B AAAMIRR

Bl ARRERIA RIS PREE R RRERERM CA. SRECE R LUEZEE RIS HRRIIES,
BEEURTIFER, B0, WARIRANER B R AT LURE L mEs" B P AR E D RIIES,

RERAMN S HIIEIES

FAS BEEGAIEH BT HMNRIERERRSAIEAPIERER. Hlil, BRERIEFREERE
BER"EH, MIMEERANERMEBNETERMER,

FEARIPANERKE
FAS EIZGI ALY FAS ECENFFILAEFEERHRZ E£RIR (HSM) REEFIIRIR (TPM) F,
Citrix BINEDE FAS BEHUEBIAEMETE TPM FRLUHTTRIP.

EtE, AFIEPEFARILUTERETE TPM 3 HSM AR, SNSRfER RSA, FRrERBENNER N F TS H
, FEKEZEDH 2048 i,

RE FAS RILUE TPM Bi HSM FRERMEERFIEBER, EXNFAREMBEMS, BHIE
KIBHZA/NRH

BXIFAER, BEETLBERF

SHAE
FAS BRSERIRMIFANEBNTTNEMHRE, TRTFEITMASEN,

EEGANEEIR

FAS 2 ini2BIEIRE (MMESHIIEM Kerberos) ITE, “AMEBERRA MK R FAS BB
BREEHN. FAS BECEXSMZEHER,
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BAREBINA. BRANESSEN VDAERR

FAS BY{ER AR SHZ Delivery Controller 1 VDA BIERMNZ2EE!, KR FAS WSRO AEE

277 “Active Directory Z585”, Controller 1 VDA BIRAMNM R AEZEENAF . AP T
EHHE

&M windows fREZBREZ M
PRERSZ SE NN EITANT , HESIMERMEMAREN 4. T2 * BEEMISHEIRS 28/ 0
FEREYIBERZREHME, H ETEREMNZRMELRIEIRIED,

HITME MBS MZ e tFEETiEit Bl L.
RDP 5T R FRINEE R, Citrix ZIVAFIKF, F32IEBMANMMIRERSKS ,
EREREFER.

EXFBE R4 (FIPS) 32¥5

FAS 7£2F FIPS #9 Windows it B4 EEAFIPS WIFMMEE L., NRF FAS BEBERNEAR TPM
g HSM #1TZAEME, ZEEAE N EUIRE FIPS &I EE,

BXER
. REFRE £ FAS RENRBNTESE 7K,
+ FAS BRATEERELM XERN A,

« HittR A A XEESRLEXEFN A,

MEREITHR

FAS 22 —HRA T HERERR % REITEER.
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@ Performance Monitor — O X
(&) File Action View Window Help -8 x
= 25 E=H
Pert '
@ s orm.anc.e Add Counters *
v [ Monitoring Tools
; &S Performance Available counters Added counters
’ :\3 Data Collector Sef Select counters from computer:
b :ﬁ Reports Counter Parent Inst... Computer
<Local computer = ~ Browse...
Citrix Federated Authentication Service o
yw Load Leve
Medium Load Level
Pool Key Count
Instances of selected object:
Search
Add => Remove << b0 12:08:15
[ show description Cancel tion 140
Show Color Scale Counter Instance Parent Object Computer

TRIG TRIRARNITEER. RIEFEURA, SN MRS 10 WEHF—R.

Y

FIERERIFKREY

IERITE

BAMEBERIERY

HRIEBEZHRIFKRITE

eI

BOMHILRRER

WA

IEBERIEROTFLEEE (UM HE
fin) , EAR—2HEIEETR,

RS SRS EENIERHE.

KESMIIERS SO A HRIERERIES
#, EAN—2HNEIEITE.

KES MRS EEAENHLIERERE
K.

BRI BFIERERIEROTAE R
HEE,

KA B MRS S0 HHRITHIE R AIRIE
2, REFN—2HNEIETR,.

KBS MRS IRIRRY VDA RIEH,
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2% WiEA
&/ SRR KESMNNIERS S A RRIERERIE

RENHHGLER. XEERESIHEN—
R, ERARM—DHEERE. Bd SR HER
RESFHER TN ARFNRERB KM,

HEEE Windows &R0l

AXMNMAT Windows AP ERIERHERF (EiRE) ERMRANBENHRER. XEAE
REFATATHESHIIERKBER,

IR FAEMEE
Windows Active Directory 43P Z/MEREE, BTFEERSERAFPHESR,

* NTAuth IEBZE | 2@ Windows #1THMIEIE, IZEARBFIEBAERMANA (IR
FERINR) WIABETE NTAuth 7FiEH, EEEXLEIES, BM certutil BFHIA -

certutil -viewstore -enterprise NTAuth

o *RIEBANFREREREFE - ~BF, IEPERRGAREREREMES, REib, MREAEIVE
F, WAAEIHEN LHFENEREFEEHONE I XL, RIEBAAUITFREERREMETS,
BIEE — MEBBAALITF NTAuth ZEH.

o *ERIERT BAARE | *Windows FIIUERE AR FIIIE EKU MEMIERHRRE, ESH
Microsoft 4% : <https://docs.microsoft.com/zh-cn/previous-versions/windows/it-

pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10)> .

AR ik
AllowCertificatesWithNoEKU A, IEPY MO SR TERY BBHA
& (EKU)o
AllowSignatureOnlyKeys ZINER T, Windows £TfEEARDIF RSA f#

BHNERFA, hEMSE &% Imikes.

AllowTimelnvalidCertificates ZMIANER T, Windows &kl B3 HARYIE
B, IEMSEEZTHiERR.

EnumerateECCCerts E BRI %S 1D IE,
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RS i
X509FE BT~ MRIEPA LI BF EEBFR (UPN)'3L
HARERH, NIEmSFRF FoiieEH
Windows E R,
UseCachedCRLOnlyAnd, PHERENT (EEEfss bigE)

IgnoreRevocationUnknownErrors

o EEHEHIERIED | 2X Kerberos EEHAITHMINIE, FAE RS SELIE BAEN AT S IZEHIZR"IE
Fo AIMUERRITENIER T AFEMMC EERTRBIFRXEEFR,

UPN 4 FRH1EH R
BINAREBE ET& ALY RS S f— AR X ERH (UPN),

Active Directory g UPN & #F

ERINBER T, Active Directory FRETHAFRHEBETIEK
\&lt;samUsername>@)\&lIt;domainNetBios> # \&It;samUsername>@\&It;domainFQDN> BIFR T
UPN, PIAIEF] FQDN & Z7EMHY RootDSE 2B, B MIRFILATE RootDSE F7EMZ 1™ FQDN
ik,

tt9+, Active Directory FEIE N EEEE R UPN F altUserPrincipalNames, XLEEISERF
UPN Y LDAP %H.

#d UPN 2 AFE, Windows B/E/ESAIE (BT & UPN RI#IZRIMRIR) PEHRE
UPN, PARERER UPN, MIRXBCET, ESEHRIN UPN, % UPN AIEEREIT AMPRE
e

IEPBRETARSS

MRIEBFABZEIX UPN, Active Directory AJLUEIFTE“X509certificate” B4R AT AR EFE—T
BRNAHIER, ERESEERERAAR, ITENAINEESAIEYE GUABRT, T8N
)

RMAT —MNED, HAFPEE—THAKS, NRIEZRERE, FEERIFEBEEIMRPERL
Thae.

NRMPEFEZNE, FEBFRAHAIEER, N Active Directory rootDSE R#&7E IEFIRETARSSHY
LB, ZRSUTER/FERITENL, FEBEMFFRE x509 IEBEIENEEFRE. LHENART
ARBIE B St E AR P KA
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PRI R AR
UFEESSNUEHEN, TRARNBATSARENEEHSRER, UWETNERNRER

~

=+
JChO

PRI R AR

Z58H Windows ER4FER Windows HIEHISHETER, ErILLUEIECE Imhosts X4 KERHAIK
& Windows 1+E#1fE AR ZEHIZRYFR | \Windows\System32\drivers\etc\mhosts,

ZAIBEEE— N Imhosts.sam”RBIX ., REEE—1T !
1.2.3.4 dcnetbiosname #PRE #DOM:mydomai

Hrh+1.2.3.4"Z mydomain 15H$ 5 dcnetbiosname BUIFIERISREY 1P Ik,

E2fG, Windows itBVHERIZEEERE mydomain, EIXEEHNIKE LLEE,
R IEE ARSI

B R, Windows RIEE— MSDOS IfiBT 2, HPASERAFRIIZH S, EEEHEER,
EEAS echo %LOGONSERVERY E i SR T 7o

5 S0 X B B EFEE b e SR BRI B L.

BRWP E&EH

AIAMBR T, Windows IBZHIS B ATENIKF FHiAS. XALETARBREERTLLIRE
PRV ERIZERBSHITIER]. EFTFARMRYRIEES, BEIERIZR LiT1T gpedit.msc o EREKRE
&, BEfISRETEAEFERTNNEGAEER.

=] Local Group Policy Editor [= a5

File Action \View Help

eow #E = B

= Local Computer Palicy |~ || Policy = Security Setting
4 (& Computer Configuration | Audit account legon events Success, Failure
b _ Software Settings | Audit account management Success, Failure
a [ _'l'""ii"dUWS Seftings 2 ||| L Audit directeny service access Mo auditing
I Marne Resalution Policy 2| Audit logon events Success, Failure
= 5"-'F't_!' ':Sta"f'f:'ﬁh”tdn*"] 2| Audit ebject accese Me auditing
<A S'f"f"""k}rkt‘h”gs_ . [ 2| Awdit policy change Success, Failure
4 s A{cc-:lunt PD“C'ES_ 21 Awit privilege use Failure
b ‘ﬂ Password Policy . | Buaclit precess tracking Mo auditing
I L Account Lockout Policy i !
b " Kerberos Policy | Anselit system events Success, Failure
4 g Local Policies
b g Audit Pelicy
b 4 User Rights Assignment
[ [ g Security Options
= Winemse Eivsinll with fdhiamead Camsi -
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IERLIERGE

REIEPERME
NREEFIEBSHA DERIER (EFHA) , ERTUERNU T DX EFITIIE | certutil —verify

user.cer

B CAPI HEIiER

RSP I EN L, FTHSEEHEEERH I Microsoft/Windows/CAPI2/Operational Logs &
m E /L:\la%o

EIFIZEHIZRA VDA ITEN L, sTASEHEESRHEME NAERFMIRSBE > Microsoft >
Windows > CAPI2 > &k, A2 FREHFEFRBERBS.

te5Y, @i EMREMIE CAPI BHEIER ¢
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\crypt32, U TBEBRIAFRTEE, &
KTBIEE( ], MNREIRE EIA CAPI2 BEICRIRE, BMERXLEE,

I 3
DiagLevel (DWORD) E4%5 (0 F 5)
DiagMatchAnyMask (QUADWORD) EMHTmikss (2EREM Oxffffff)
DiagProcessName (MULTI_SZ) BIBIZLFAFIE (F/90, LSASS.exe)
CAPI B&
HE 3
MR LSA JH CertGetCertificateChain (SE4E
£)
KR LSA JAF CertVerifyRevocation (GELEER)
X509 35 EFARNT, IERMIEBMAHETIR (CRL) &
g
AppData\LocalLow\Microsoft\X5090bjects
B IF S R LSA JER CertVerifyChainPolicy (@1F2%k)
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HIRER
IR
IEBFRREE
IEH RN ERIR
IEBERHER

Kerberos B3

fixd

=

AR BN FEMNZEERIEBEME

FRERBIEEREFIEH,

FTEMIES CRL D& RIEERMUL FHEREF
B9 CRL, #IFRRFIHITRIENE, XFMELEE
R, BEFIEBMNAEREER D,

BIEBFRERTER. P, ©AIaERMRS

IEBHERIER.

Z/EH Kerberos BERIER, FEEZEHSMKRLAF TR LEIZU T EMKRE !

BRI

CurrentControlSet\Control\Ls
a\Kerberos\Parameters

CurrentControlSet\Control\Ls
a\Kerberos\Parameters

CurrentControlSet\Services\K
dc

CurrentControlSet\Services\K
dc

=E2E

LogLevel

KerbDebuglevel

KdcDebugLevel

KdcExtraLogLevel

Kerberos HEHHEIRAEHHE,

o I AREENIES ZEBVERVNZ T2,
« UTARMHEIZRABZERMEN, AIUREMZAR

Ox1

Oxffffffff

Oox1

oxaf

o KDC_ERR_PREAUTH_REQUIRED (BT 5 IBRIZZEHISSAEHESD)

o FRENFEIR Ox4b

EFEFIZEN TR A&

ATNNERFPERIEBEREY, RN T (Fs EMHEREERE.

{& [DWORD]
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i #EHIZR CAPI2 BE

- HIERRREHE

o EPURIERIE (VDA) Z2HE
« VDA CAPI B&

« VDA RZHE

#4188 cAPIZ BE
TEEFHE, BiZEHEIBRARENIER, HERUTEXNBEESZERY,

117588 CAPI2 BiE(/en-us/federated-authentication-service/current-release/media/fas-

troubleshoot-logon-capi2-log.png)

EANSEHATHEEET, TITH|28 M Isass.exe 1BHE VDA 1REBNTEBHET —/N5E, HIOTFHR
B (2ERE) . 4RIR[E[N"ERROR_SUCCESS,

#5128 CAPI2 BHi& 2(/en-us/federated-authentication-service/current-release/media/fas-

troubleshoot-logon-capi2-chainpolicy.png)

HEHIRELBE
IR ET—RINEREYS, HPXESEHRE 4768, TiZEBM4Hh, IEPBETINA Kerberos ZiE
RFEIE (krbtgt)o

b2z HRYE R B RARS SR B/ ETEEERRIZRH TR MRIE. 2ErERERETH
krbtgt BYF P 1K P IE7E B T mEE S ss #H 1T B 7 11,

1488 %22 H & (/en-us/federated-authentication-service/current-release/media/fas-troubleshoot-

logon-dc-security-log.png)

VDA Z2H&
VDA Z&BHRZATHEEREBMHMNNFZEEEMY ID /1 4648 I5H, E©IRE winlogon.exe,
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Security

Murnber of events: 24

Keywords

Date and Time
S Audit Success  21/06/2016 15:14:54

Source EventID Task Category |~
Securnty-Auditing 4648 Logon .

<]

m *

Event 4543, Security-Auditing

]G:ncﬂl Details |

®) Friendly View

+ System
EventData
SubjectUserSid 5-1-5-18
SubjectUserMame VDATOS
SubjectDomainMName CITRIXTEST
Subjectlogonld Ox3e7

LogonGuid

TargetUserName fred

TargetDomainMame CITRIXTEST

TargetlogonGuid [51B22BCC-9F90-CES5-6E44-21DTEEC2162C)
TargetServerName localhost

Targetinfo
Processid
ProcessMName
lpAddress
IpPort

0 EMIL View

{00000000-0000-0000-0000-000000000000}

localhost

Ox126c

Chwindows\System32ywinlogon.exe

192.1658.09

51171 v

VDA CAPI BE
b7~ VDA CAPI HER R T 3R H Isass.exe RN HEREMIIUEFRS, BTFRIESZESIZHED

(dc.citrixtest.net),

l:_D Information
@ Infarmation
@ Information
(_D Information
[D Information
(D Information

21/06/2016 15:14:54 CAPI2Z 30 Verify Chain P...
21/06/2076 13:14:34 Cap2 11 Build Chain
21/06/2016 13:14:34 Cap2 90 X309 Objects
21706720106 13:14:34 Capl2 41 Verify Revocat...
217062016 15:14:34 CAPI2 a0 Verify Revocat...
217062016 15:14:54 CAPIZ 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ typel CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] 813C6D12E1E1800E61BSDEO71E186ERB9 1267
[ subjectName] dc.citrixtestnet

- CertificateChain

[ chainRef] {84EQB3D1-A4D4-4ACT-BAS9-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDA R4 HE

B Kerberos BEIRRE, RARELETEIZ KDC_ERR_PREAUTH_REQUIRED (ATIXZ
B&) , LUARE Windows B RMIZE, 3RFA Kerberos BRI

(1) Information 21/06/2016 1514:56 Winlegon 7001
I!-_:II'Erri:H 21/0672076 13 74:54 Security-Kerberos 3
< | il | 3
Event 7001, Winlogan »
[ Generat | Details |
@) Friendly View () XML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] (DEE9E383-TCF3-4331-91CC-A3CE16A3E538)
EventlD 7001
Version 0
Level 4
Task 1101
Opcode 0
Keywords 0x2000000000000000 »
- Timal raatard

{5 windows E HEKA FAS

P8 FAS E4#EE A Windows ZFAEFEH4HHEE. ZrIUUER System Center Operations
Manager (SCOM) &=, @i tbAME R HIEFM F ARG FAS RSB IS TR
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FAS IRZ BB IEEEIT?

BHE FAS RSB IEEETTT, Baliiz

Citrix.Authentication.FederatedAuthenticationService.exeo

ATRXNEBA TR FAS IRSHREEREM. B X FAS FSHNBERNTREYIR, 15581 FAS E4H

=
JLNO

FAS TR S
UTEHETREN FAS REEFBIEEE1T.

E 4B A Citrix.Authentication.Federated AuthenticationService,

ELS BHXE EA
[S003] TR ({0} FEIE  FAS [REEHATER
IREH [{1]] H 4 PR T
[S022] EIER [{0)] MEPE  FAS RSB EIRELER
IRE X" &=o
[S023] TR ({0} AR FAS IRESEHALER
IRBNFF &E=to
[S123] REBEA [upn: {0} role: LLEHE [S124) Zfa
{1}] [exception: {2}] K&, MR FASECE
EEf CA KIS B91EA] CA ZRARAE
&R FIES. %
RAFPNRREREK
Ko
[S124] FKRBEA [upn: {0} role: % FAS 2IHMNEATE
{1}] 7£ [certificate CAERAF IR
authority: {2}] EEWRE, R FAS
[exception: {3}] M4k FCET Z1 CA,
IEH FAS 2=idm5—1
CA ZHiEK,

&

EEIPEILT, FAS
IREBTERTES

ERo

ST FAS 10.7/
Citrix Virtual Apps
and Desktops 2109
KB @hRAo

M FAS 10.7 / Citrix
Virtual Apps and
Desktops 2109 fr7
Froatett.

ttEHRBAEEE
B CAHTAEET
£, WNE FAS BCEH
/8 HSM, XiEA]
BEFRPE HSM TT3ALE
= (R

Lt EHrTRERAA CA
TEEE TESRTE
BX%o IR FAS idid
HAfEA HSM, Xif
AJBEFRAA HSM Tk
EETE, AILUfERA
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EfF FHEXE

BAGIEHAHI HA
(% {0} X) - iF
PIEFAGER {1}

[S413]

BERGEBESER, iF
FiEdEE : {0}

[S414]

TIEEN FAS B

EA

2 FAS 120G
THARY, WEHRTE
HA%E . RIAER
T, MRBHGERE
30 XWZHA, MEX
ERRIEES

3 FAS EHGEHiSER
B, *EHIEMILE
%o BUANBERT, Lt
EHERER—NK,

WNERIERF FAS & Citrix Cloud™ &R, UTEHRETRERN FAS RS

E4JE A Citrix.Fas.Cloud,

= EHXE
[S012] FAS BRSRIFTM
Citrix Cloud #1785
R
[S013] FAS IRSZFTEM

Citrix Cloud #1785

EFR. [{0}] EZi¥4A
SRAEEEEHE
hE

EA

b= REAM
Workspace (Bl
Citrix Cloud) #4789
BRERNIZEET
Eo

b 145REA FAS Toi&
M Workspace (BJI
Citrix Cloud) i2fit&
RER, HEHEZ
BRERTEERAN
[RE&,

g

55 KEBIRS! B
BR &,

A LAEH cmdlet Set-
FasRacCertificateMo
nitor FAEIINIL

B ; FEH
PowerShell cmdlet,

—HBi388, FAS HFE

EHERRFTRY R PO

B, HEERERE
FFEaR M,
BIE®ITT.

&
T‘&‘Hjjtt%ﬁtzm,
FAS £10E (1)
BEE, 2 =

TFLEFIER, Lx&
(3) BB EEER
Citrix Cloud,

FAS ¢3R5 Citrix

Cloud BI3FAER,

B0, LthEEARER
HZMEE (HIa0/M
S PERIEARS 25
SRS AR
B®) Mk, A4EX
IEREY, BEHXA
KBRS R EED
=, XRIERTTA,
FAS RIS ER

© 1997-2026 Citrix Systems, Inc. All rights reserved.

100



Federated Authentication Service

ZE2EMH

FHEXE

TR EHRARERNBIEEZIAER FAS,

E 487 Citrix.Authentication.FederatedAuthenticationService,

=5
[S001]
[S002]
[S101]
[S104]
[S205]
FAS 24 HE

EHXE

HiR#EIELE - AP [{0)] A&
Administrators BRI 5

TARIHAELE | AR [{0}] ~2
At {1 WEEA

ARs52% [{0}] EANEAE [{1)]
FEBREMD

AR 5328 [{0)] FRAEFSER UPN
[{1)] GRN [{2)] RAFFLL
UPN)

TRHTT AR BHELE - AR
[{0}] A2 [{1}] SOIFRIIK
i

TRIIMT FAS ERHEHAERE.

EEEH

XEEHZ NN FAS fRSS SsPRIEEEMIZ R,

EA

g

E1iIE Citrix Cloud
BYESE,

WA

ZHREENERFASILE,
BIRAREARZ FAS BE5,

SiIAEEBIER FAS FNAY
&, BIAREAREFAS &
&,

SRERAFR &R, BEAAE
TREAITILIRE. RBETE FAS
MBS E IR 1FIF AT Y
StoreFront™ fRZ538 (WIRE
A3, & 83E Workspace) F7
FEBEAF 85,

ZiIAEEBAR S5, BiRIE
FAS MINECE, AARIFZAR
o

VDA &£ FAS liTE8E 5
BR, BiEHE FAS #MED
B, T1FiZ VDA,
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AEAE
[S001] iRl #3ELL © FAF [{0}] &2 Administrators £ARYRL 5
[S002] iAiR)#R4ELE : FAF [{0)] F=RAE {1} WEER
[S003] BIER [{0}] FHEFRENIKERN [{1)]
[S004] BIEE [{0}] IEEMERRR [{2} and {3}] M CA [{1}] IERIZHGEH
[S005] EIE 5T [{0}] IETEMIER FAS #Z4X [RA cert id: {1}]
[S006] EIEG [{0}] IETECIEIERE X [{1}]
[S007] BEHEG [{0}] EETEEFMIEBENX [{1}]
[S008] B 5 [{0}] EFEMIBRERE N [{1)]
[S009] EIE5 [{0}] EETECIEFM [{1}]
[S010] EIE5 [{0}] IEFEEHHN [{1)]
[S011] B [{0}] EEFEMIBRFRM [{1}]
[S012] BIBR [{0}] IEEGIERIES [upn: {1} sid: {2} rule: BIEBENX: {4} T2 LT X: {5)]
[S013] EIE R [{0}] IEFEMIBRIES [upn: {1} role: {2} Certificate Definition: {3} Security Context: {4}]
[S015] EFE G [{0}] IEFEEIZRIERIEXK [TPM: {1}]
[S016] BIER [{0}] IEFESARSGES [Reference: {1}]
[S022] EIE5 [{0}] FAFERIREN X"
[S023] B 5 [{0}] P EVIKEN T
[S024] BIER [{0}] RERFLSITIN A e
[S025] EIE5 [{0)] IRERFSITIN R i les
[S026] B [{0}] IRE RAIEH IR

[S027) BEER [{0}] Ei& RA IEFH SN2
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AEAE
[S028] EIE5 [{0}] ¥ [{1}] IEBH X BECEIREN [{2}]
[S029] EIE 5 [{0}] £ {1} IE BN X BECEEE NEINE [{2)]
[S030] EIEG [{0}] AR EMIRE N [{1)]
[S031] EIE5 [{0}] BUERAX CA[RA cert id: {1}]
[S050] B G [{0)] (ETERIZRERE: [{1)]
[S051] B [{0)] EEEHTAEE: [{1)]
[S052] BIEF [{0}] EEMIR =i E
[S060] EIE5 [{0}] EEFRIERTEM. E6: {1}
[S060] B S [{0)] IEKREREEREM. EF: {1} =ARSS URL &1 {2}
[S061] BIES [{0}] EFESTRTEM. FRAE: {1}, MR {2}
[S062] B [{0}] EFepi=iEM. HFMUE: {1} ({2}), MNWAF: {3}, FF: {4} ({5))
[S063] =IHMHAIEIR 4 KRS $#i%. FEH {0}
[S064] =iEMERIEI R EARMEIR. FH A {0}

[S065] BIER [{0)] e REEET=EM. FLF: {1} =IRS URL #&=: {2}

A&
[S401] IEFEHITECE F+4K - [From version {0} to version {1}]
[S402] $&iR: Citrix BX & B R I0IEAR S MU LE AR SE B 1735517 [currently running as: {0}]
[S404] IETE5RHIHERR Citrix BXE B 15 IEARS #IRE
[S405] FFEHE MM TR T BRI ZER & £ 5E1R: [{0}]
[S406] IR EMREIBIEERTIR BT CER: AP IEBRIR)

[S407] BT BUEEERFE, ET IMKRIBIERTIZEBEE
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HERS
[S408] T EB#LRECE -- [From version {0} to version {1}]

[S409] A2 MWECE LIS - MinThreads B M [workers: {0} completion: {1}] JAEEA: [workers: {2}
completion: {3}]

[S410] ThreadPool EZBSM - T3 MinThreads M [workers: {0} completion: {1}] {H%&J9:
[workers: {2} completion: {3}]; XEIgEa=ZM FAS ARSS 2889 R fR4E 1%

[S411] Exh FAS ARSSET 8 [{0}]
[S412] BEREFHLR5ERY -- [From version {0} to version {1}]
[S413] AVERERLIH (IR {0} X) o IEFHFAER: {1}
[S414] B#BUEBEIHE, IEFRIFHER: {0}
[S415] MAGEBICEBE M. BIER {0} Dald. T RIEETEN {1}
BB HWTE
LR EENRSBHSHFRBERE, XLEEHRTE FAS RSBFSTHIER,
AERE
[S101] ARS5 4% [{0}] EANFEAE [{1)] RIS SR
[S102] AkS32% [{0}] REEETS UPN [{1}] (F&: {2}3))
[S103] ARS32% [{0}] 3EK UPN [{1}] SID {2}, {BZ&E#:R[E] SID {3}
[S104] BRS325 [{0}] FREEMTS UPN [{1}] (UPN RAFEZHN [{2}])
[S105] ARS3 25 [{0}] A H T HAMIE [upn: {1}, B {2}, T2 E T [{3}]]
[S120] IEFEME [upn: {0} role: {1} & ETFXX: [{2}]] fAIEH
[S121] SEBEH [certificate authority: {2)] & %4 [upn: {0} role: {1}]
[S122] E45: ARSS 2T H [upn: {0} role: {1}][E4 #0IEREK {2}

[S123] ZRAEA [upn: {0} role: {1}] [exception: {2}] TEfESA] CA MMAIEFH
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A&
[S124] &E5 [upn: {0} role: {1}] 7E [certificate authority: {2}] #% IEF [exception: {3}]
[S125] HFFFHERAIERIERTTR VAR {0} #/FEET [upn: {1} role: {2} 22 ETFX: [{3}]
[S126] ARS52s [{0}] =IXFERAARE XN [{1)] BrE & 17

[S127] FAS & [upn: {0} role: {1} definition: {2}] IE>KIEH, EAIRSBUTFHIFIER, ; EER
PowerShell cmdlet Set-FasServer T4 PRI, FTEXITH

ERE#A
Y VDA BERAFE, XEEHRE FAS BRSEHSITHIHIER.
AERE
[S201] fE#i75 [{0}] TAAIAIERD,
[S202] {53175 [{0}] AUHIAIES,
[S203] 5§75 [{0}] XAA R ERIR LR

[S204] #&#i7A [{0}] 14108 RIBEIZF LAIREX [upn: {1}], B  [{2}] [Operation: {3}], £ [{4}] %
3%

[S205] #k#i 75 IHIE)4RIELE - K, [{0}] A2 [{1)] RIS IFRR#HS

[S206] ERMKF [{0}] REEk#iS

[S208] FAFRIRIELI [Operation: {0} upn: {1} role: {2} certificateDefinition {3} Error {4} {5}]

[S209] KX EIEFIEP, [Caller: {0}] [upn: {1}] [role: {2}] [cert definition: {3}] [Operation: {4}]
KIERNIEBIRS 2
LAFREASIENIER, XLEEHRITRE FAS RS L.

BERE
[S301] iAiA#IEL © FF [{0}] TAUA AR EE+

[S302] AAF [{0}] &R T RAAIEE BEF [thumbprint: {1}]
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BERES
[S303] ihia)#ELE © AR [{0}] SRERIEREF [upn: {1}] FIEEC

[S304] AP [{0}] FEItEA [{2}] £iB1T1ERF [{1)], ERERIEREEF [upn: {3} role: {4} thumbprint: {5}]
FITFLAIRIRIE [{6}]

[S305] FAFAIRESLIY [Operation: {0}] [upn: {1} role: {2} containerName {3} Error {4} {5}]-
FAS WS
XEEEMHER FAS IS EHIER.

AERE

[S500] REZE FAS KBS

[S501] T/EMEFBECER FAS WS [exception:{0}]

[S502] FAS WS E NN [pluginld={0}] [assembly={1}] [location={2}]

[S503] ARZ5 2R [{0}] REEMTS UPN [{1}] (IRETERERE, BiEMH (2} 725

[S504] ARS58% [{0}] SREEWTE UPN [{1)] (RETEREIE, BXREE FAS &)

[S505] ARS3 2% [{0}] AREEMTS UPN [{1}] (& [{2}] L TEREE, KEN ({3}, HEN [{4))

[S506] #&f4F [{0}] ¥ 7 REARSS 2R [{1}] B9 UPN [{2}] BREE, HER [{3)]

[S507] ARZ588 [{0}] RAEMTE UPN [{1}] (& [{2}] £ [{4)] BRiE =2 [{3)])

[S507] ARS528 [{0}] SREERTS UPN [{1}] (& [{2)] HEFE [{3)])

UPN [{1}] (\RIETIHRIE, EBEEM [{2)] R32H)

[l

[S508] ARS5 2% [{0}] REEHT
[S509] ARS525 [{0}] REEMTS UPN [{1)] (RRETHIEAE, BXREE FAS &)
[S510] ARS8 [{0}] REERTE UPN [{1)] GAIEB#IEY [(2)] AT

B Workspace B FAS
% FAS 5 Workspace 55, RICFXLEEMH,
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BERES
[S001] B##t Citrix Cloud B4R [fas id: {0}] [old key id:{1}] [new key id:{2}]
[S002] =X FFRRIEFERE DN, FasHub =ARSS URL: {0}
[S003] FAS EEz=/EM [fas id: {0}] [transaction id: {1}]
[S004] FAS ke A [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S005] FAS EfFE HaIACE &&= [fas id: {0}] [transaction id: {1}]
[S006] FAS FEeirH HFificE & X E = [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S007] FAS EMN=EUH AR [fas id: {0}] [transaction id: {1}]
[S009] FAS FKREEM=EGHE XM [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S010] FAS BRSB E &SR =H B 5% URL: {0}
[S011] FAS ARSSKREEEIR
[S012] FAS BRSZAIAF 3R A Citrix Cloud BV RER
[S013] FAS BRSZFIEM Citrix Cloud #ITRERE R, [{0)] EZFAE R A EIRESR PRI,
[S014] M =ARFZHVIAR <service name> 2K [fas id: {0}] [transaction id: {1}] [exception: {2}]

[S015] k8 Citrix Cloud BYE 2L, RATEREFRKSFIFA [message ID {0}] [transaction ID
{1}] [caller {2}]

[S016] W =ARSZAIIARA <service name> BYIA [fas id: {0}] [transaction id: {1}]
[S019] FAS M=t F& 7 EALE [fas id: {0}] [transaction id: {1}]

[S020] FAS kEEM Tl FEHEERE [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S021] X IFIRIREBENKRM. FE: {0}

[S022] =X FFRIRIETE(ZLE

[S023] #EHL I Citrix Cloud AR [fas id: {0}] [current key id:{1}] [new key id:{2}] [keys in
cloud:{3}]

© 1997-2026 Citrix Systems, Inc. All rights reserved. 107



Federated Authentication Service

AEAE
[S024] IEFEE T Citrix Cloud AV AV IR [fas id: {0}] [current key id:{1}] [new key id:{2}]
[S025] thARSS AR $ATEE T Citrix Cloud 5 [current key: {0}] [keys in cloud: {1}]
[S026] tARSS RIIEINERSAARTZ/E T Citrix Cloud 5 [current key: {0}] [keys in cloud: {1}]
[S027] BFH4E Citrix Cloud BB A [fas id: {0}]
[S028] FAS B H HaiE MR & XF] =if [fas id: {0}] [transaction id: {1}]
[S029] FAS FKeeH HaIENKIB L XR =i [fas id: {0}] [transaction id: {1}] [exception: {2}]

58
XLEEHETRMERICREIE VDA L,

AERE
[S101] HPEFEBEREKW. TEIRANNEKEFHINIEARS GPO %5| [index: {0}] [registry name: {1}]
[S102] HHEFEERKM. SID BEHKM, &R {0} [Exception: {1}{2}]
[S103] EMMTEBERKM. FF {0} 9 SID K {1}, {BFHARY SID K {2}
[S104] HMEIEBERKM. * {0} BYEARIE [Error: {1} {2}]
[S105] BAHIEER. IEEER [Username: {0} Domain: {1}]
[S106] BAETIEE R, \N\nEXE B M IIEARSS: {ON\n\nIEEE F [Certificate: {1}]
[S107] BRETEERKM. [Exception: {0}{1}]
[S108] B13#TE FHRY%. ACCESS_DENIED [Caller: {0}]
KIERIEH
YA ZIAERARIERIERN, XEEMHTRE VDA L,
BERE

[S201] FERIEREFIAIR]H [{0}] AL [PID: {1} Program Name: {2}Certificate thumbprint: {3}]
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B&ERE
[S203] ERIERE R TR Y. TAIRIMKIELE [caller: {0}, session {1}]
[S204] EHEBRE R TR S, BEFZHEER

IEHIRRME AN ER
3 FAS IRSFEHBHITERMER N, RIERXLEEM,

BERES

[S001] TrustArea::TrustArea: EZRZEIUEP [TrustArea: {0} Certificate {1} TrustAreaJoinParameters
{211

[S014] Pkcs10Request::Create: B8 PKCS10 3&3K [Distinguished Name: {0}] [Reason: {1}]

[S016] PrivateKey::Create [Identifier: {0}] [MachineWide: {1}] [Provider: {2}] [ProviderType: {3}]
[EllipticCurve: {4}] [KeyLength: {5}] [isExportable: {6}] [CreateReason: {7}]

[S017] PrivateKey:: B [Provider: {0}] [Identifier {1}] [Twin: {2}]
[S018] PrivateKey::Create ¥ [Identifier: {0}] [MachineWide: {1}] [Provider: {2}] [ProviderType: {3}]
[EllipticCurve: {4}] [KeyLength: {5}] [isExportable: {6}] [CreateReason: {7}] [Exception: {8}]
BERE
[S104] FAS M CA {0} BB HEATES
[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest 23R 1R [{0}]
[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest BE34&E+ [{0}]

[S112] MicrosoftCertificateAuthority:: SubmitCertificateRequest - Z4Ft
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

RLRFP#EIRER

ATFH T Windows BRTE LRAF ERAELHEIRES.
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ETHHEIRER
P AE =LA

RATEERE. ENEETERIE, | FZHF
ZiIEK

RATEERE. BTEMEIENEEFIES
F2{EE.

EIRIER

FAS SR8 7 /2 RO ERER

RIS E

TENIAREREERENEBFAEA, 8
Kerberos 132 H25104 7 EE, BEREAXH
*Kerberos BE&E*ZB570

TEBRRIGIESIZR, HEHEFIBI KRBT
BEEHMEIEANER, fEEHIZRF

it “Kerberos BRIIIE". “HIEHIZRE 5K
I iR H 28 B, BMEIAIERERRE
¥, WESSEHIRE

FENEBMRIEBREEERMIT BN L. 15
S BN AREMEEN,

XBERTEB LT BRIEMWISE, ;&
RSA A% (<2048 i) »

BT EHERER, FAS EEMICRBIX MRS XBEBTHREL R, HAEERERE.L

EFEHNFE

FRUTE—AERERFAR FAS BY, FERBAEFEHERER :

« Citrix Virtual Apps and Desktops™ Z#&42/ : A I1ISO BY, MBmhHEITESIRE LN BKE SR

IIERRSS 1%

« XenDesktopFasSetup.exe : fiiF Citrix Virtual Apps and Desktops ISO X{FHH

x64\XenDesktop Setup\XenDesktopFasSetup.exe

* FasSetup_xxxx.exe - JHITHY FAS ZEREFEXMH, FM Citrix T FJREL

NR{EH FAS B&EFERF MSI X1 FederatedAuthenticationService x64.msi H{TRIEE
AL, NMIBEEFEMNREARR,

WER IR AT B RIERER

R Citrix Scout M FAS ARS525IERIRA T B RVIREM HMIZET IR, R LMERAERE FAS

BY, #SZ2EE Citrix Scout,
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RABRATENRE
MR BT ERRRBLRERRZFSHERE, 157 FAS r558: LFIEH A Citrix Telemetry

Service,

LT BHRERZ XR PR A FICRRS 25
BEXFAGEERNEES R, BRRBEAFERIRE (AOT) X&E,

HXER
* 7£ FAS BRZ588 LTI PowerShell S8 B IUEEE FAS ILUHITEREEFEER
- BHEFERE
- EF CAPI HEIER
2 Kerberos HEIER
« ERAE=AIEFEMANMERERFERNIER

PowerShell fp5

TR LU EX S B IIEARSS (FAS) EIEER o B TESEE ; B2, PowerShell RERRM T ESR
BOET, SNSRIEITTHRERZERI SRR ARVED, Citrix BIXEER PowerShell #1TECE,

LUF 470 FAS PowerShell cmdlet :
Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

7 PowerShell BOF, EAILUEF Get-Help \<cmdlet name> ¥ &7~ cmdlet B,

B % FAS PowerShell SDK cmdlet WEZ1ER, 15EI# <https://developer-
docs.citrix.com/projects/federated-authentication-service-powershell-cmdlets/en/

latest/> o

FAS ZRIZFIEIN
ZIE FAS e S 171N
W TS -

1. XenDesktopFasSetup.exe XffIF Citrix Virtual Apps and Desktops ISO B
x64\XenDesktop Setup\XenDesktopFasSetup.exe
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2. FasSetup_xxxx.exe, EH xxxx 28] M Citrix Downloads JXREXHIARA

e /configure_firewall

0R Windows BAIBARSS IETEETT, BMEMAIERER, UWRITHZEAMHEHREDN
Windows BAASEHRRIPIEIRH. MREFEENEE=ZAHABIEREHAIE, WARFoHFT
HixO. FAS EEALL TCP w1 80,

e /help or /h or /? 7

e /noreboot

FRIEZREEEFHIEE.

« /quiet I /passive

ZERABRAFAETAF REH, RENERESEZNHE—IEHETE Windows 5 EESRF. NRE
BRUEEDR, N=/EEhER R E,

e /remove

IR FAS,

e /installdir
FERELEX MK,
B X Citrix iR EAHFLRELERNER, 1BEBIFACIitrix ZEE[[EIEE,
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Citrix Virtual Apps and Desktops 1SO Z¢JHII FAS ZZEFZF exe ( FasSetup_xxxx.exe ) @&
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JEA Citrix Virtual Apps and Desktops™ 1SO FIHIIL T MSI X5 :
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i, FEHIFTLLTEHIOUER Citrix HDX™ =&,

X1 Windows BR0IE, MEERTMABFEEHEEEE PIN, BEEFERRENERE
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